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Chapter 1  ACL Command 

1.1  ACL Command 

1.1.1  acl 

Syntax 

acl number acl-number [ match-order { config | auto } ] 

undo acl { number acl-number | all } 

View 

System view 

Parameter 

number acl-number: Sequence number of an Access Control List (ACL), the range is: 

2000~2999: Represent basic ACL. 

3000~3999: Represent advanced ACL. 

4000~4999: Represent Layer 2 ACL. 

5000~5999: Represent user-defined ACL. 

config: When matching ACL rules, the user’s configuration order is employed. 

auto: When matching ACL rules, depth first order is employed. 

all: Cancels all ACLs. 

Description 

Using the acl command, you can define ACL identified by a number, and then enter the 
corresponding ACL view. Using the undo acl command, you can cancel all subitems of 
an ACL identified by a number, or cancel the entire ACL. 

By default, config order is employed to match ACL. 

After entering a corresponding ACL view, you can use the rule command to create 
subitems of this ACL (you can exit ACL view by using the quit command). 

Using the match-order, you can specify whether the match order is user’s 
configuration order or depth first order (it first matches the rules with a small range); if 
not specified, then the user’s configuration order will be chosen by default. Once the 
matching order of ACL is specified, you cannot change the order unless you have 
cancelled all the subitems. Be aware that the ACL matching order is in effect only when 
the ACL is employed by software as a means of data filtering and classification. 

For the related configuration, see rule. 
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Example 

# Specify depth first order as the match order of number 2000 ACL. 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] acl number 2000 match-order auto 

[Quidway-acl-basic-2000] 

1.1.2  display acl 

Syntax 

display acl { all | acl-number } 

View 

Any view 

Parameter 

all: Displays all ACLs. 

acl-number: Sequence number of the ACL to be displayed. It can be a number chosen 
from 2000 to 5999. 

Description 

Using the display acl command, you can view the detailed configuration information of 
an ACL, including every subrule, sequence number and the number and byte number 
of the packet matched with this rule. 

The matched times displayed by this command is software matched times, namely, the 
matched times of ACL to be processed by switch CPU. You can use the 
traffic-statistic command to calculate the matched times of hardware during 
packet-forwarding. 

Example 

#Display all content of ACL. 

<Quidway>display acl all 

Basic ACL  2000, 0 rule, match-order is auto 

Acl's step is 1 

 

Advanced ACL  3000, 1 rule 

Acl's step is 1 

 rule 1 permit ip (0 times matched) 
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1.1.3  display packet-filter 

Syntax 

display packet-filter { interface { interface-name | interface-type interface-num } | 
unitid unit-id } 

View 

Any view 

Parameter 

interface { interface-name | interface-type interface-num }: Interface of the switch, for 
more detail, please refer to Command Manual – Port. 

unitid unit-id: Unit ID. If user inputs this parameter, all the packet-filtering information of 
the speified unit will be displayed. 

Description 

Using the display packet-filter command, you can view the information of the 
activated of ACL. The displayed content includes ACL name, subitem name and 
activation status. 

Example 

# Display the information of the activated ACL of all interfaces. 

<Quidway> display packet-filter unitid 1 

1.1.4  display time-range 

Syntax 

display time-range { all | name } 

View 

Any view 

Parameter 

all: Displays all the time-range. 

name: Name of a time-range, a character string that starts with an English letter (a-z or 
A-Z), ranging from 1 to 32 characters. 

Description 

Using the display time range command, you can view the configuration and state of 
the present time-range. It will display “active” if the current time-range is in active state, 
and ”inactive” if in the opposite state. 
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It is likely that you find out that a time-range is activated by using the command display 
time-range, while the ACL referencing the time-range is not activated yet. It is because 
there is a one-minute delay after the system updates the ACL state, and the command 
display time-range uses the current to judge the state. 

For the related configuration, see time-range. 

Example 

# Display all the time-ranges. 

<Quidway> display time-range all 

Current time is 14:36:36 Apr/2/2003 Thursday 

 

Time-range : hhy ( Inactive ) 

 from 08:30 2/5/2005 to 18:00 2/19/2005 

 

Time-range : hhy1 ( Inactive ) 

 from 08:30 2/5/2003 to 18:00 2/19/2003 

1.1.5  packet-filter 

Syntax 

packet-filter inbound { user-group acl-number [ rule rule ] | ip-group acl-number 
[ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number [ rule rule ] } 

undo packet-filter inbound { user-group acl-number [ rule rule ] | ip-group 
acl-number [ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number 
[ rule rule ] } 

View 

Ethernet Port view 

Parameter 

inbound: Performs filtering to the packets received by the interface. 

user-group acl-number: Activates user-defined ACLs. acl-number: Sequence number 
of ACL, ranging from 5000 to 5999.  

ip-group acl-number: Activates IP ACLs, including basic and advanced ACLs. 
acl-number : Sequence number of ACL, ranging from 2000 to 3999.  

link-group acl-number: Activates Layer 2 ACLs. acl-number: Sequence number of 
ACL, ranging from 4000 to 4999.  

rule rule: Specifies the subitem of an active ACL, ranging from 0 to 65534; if not 
specified, all subitems of ACL will be activated.  
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Description 

Using the packet-filter command, you can activate ACL. Using the undo packet-filter 
command, you can cancel it. 

Example 

# Activate ACL 2000. 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/1] packet-filter inbound ip-group 2000 

1.1.6  reset acl counter 

Syntax 

reset acl counter { all | acl-number } 

View 

User view 

Parameter 

all: All ACLs. 

acl-number: The sequence number of an ACL, ranging from 2000 to 4999. 

Description 

Using the reset acl counter command, you can clear ACL statistics to zero. 

Example 

# Clear the statistic information of ACL 2000. 

<Quidway> reset acl counter 2000 

1.1.7  rule  

Syntax 

I. Define or cancel the subrules of a basic ACL  

rule [ rule-id ] { permit | deny } [ source { source-addr wildcard | any } |  fragment | 
time-range name ]* 

undo rule rule-id [ source | fragment | time-range ]* 
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II. Define or cancel the subrules of an advanced ACL 

rule [ rule-id ] { permit | deny } protocol [ source { source-addr wildcard | any } ] 
[ destination { dest-addr wildcard | any } ] [ source-port operator port1 [ port2 ] ] 
[ destination-port operator port1 [ port2 ] ] [ icmp-type type code ]  [ established ] 
[ [ [ precedence precedence | tos tos ]* | dscp dscp ] | vpn-instance instance | 
fragment | time-range name ]* 

undo rule rule-id [ source | destination | source-port | destination-port | icmp-type 
| precedence | tos | dscp | fragment | time-range | vpn-instance ]* 

III. Define or cancel the subrules of a Layer 2 ACL 

rule [ rule-id ] { permit | deny } [ [ type protocol-type type-mask | lsap lsap-type 
type-mask ] | format-type | cos cos | source { source-vlan-id | source-mac-addr 
source-mac-mask }* | dest { dest-mac-addr dest-mac-mask  } | time-range name ]* 

undo rule rule-id 

IV. Define or cancel the subrules of user-defined ACL 

rule [ rule-id ] { permit | deny } { rule-string rule-mask offset }&<1-8> [ time-range 
name ] 

undo rule rule-id 

View 

Corresponding ACL view 

Parameter 

rule-id: Specifies the subitems of an ACL, ranging from 0 to 65534. 

permit: Permits the pass of packets that meet the requirements. 

deny: Denies the pass of packets that meet the requirements.  

time-range name: Name of a time-range, which means the rule is in effect during this 
time-range. 

 

  Note: 

The following parameters are various property parameters carried by packets. The 
ACL set rules according to this parameter. 

 

 Parameters specific to basic ACLs: 

source { source-addr wildcard | any }: source-addr wildcard represents source IP 
address and the wildcard digit represented in dotted decimal notation. any represents 
all source addresses. 
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fragment: Means this rule is only effective to fragment packets and is ignored by 
non-fragment packets.  

 Parameters specific to advanced ACLs: 

protocol: Specifies the protocol type which is represented by a name or a number. 
When it is a name, this parameter can be adopted like: icmp, igmp, tcp, udp, ip, gre, 
ospf, ipinip, etc. If the adopted value is IP, that means all the Internet Protocols. When it 
is a number: it ranges from 1 to 225. 

source { source-addr wildcard | any }: source-addr wildcard means the source IP 
address and the wildcard digit represented in dotted decimal notation. any means all 
source addresses. It is applicable to define advanced ACLs. 

destination { dest-addr wildcard | any }: dest-addr wildcard means the destination IP 
address and the wildcard digit represented in dotted decimal notation. any means all 
destination addresses.  

source-port operator port1 [port2]: Source port number of TCP or UDP used by the 
packet. operator is port operator, including eq (equal), gt (greater than), lt (less 
than),neq (non-equal), range (within this range). Note that this parameter is only 
available when the parameter protocol‘ is TCP or UDP. port1 [port2]: Source port 
number of TCP or UDP used by the packet, notated by a character or a number which 
ranges from 0 to 65535 inclusive. For the value of character, please refer to mnemonic 
symbol table. The two parameters port1 and port2 appear at the same time only when 
the operator is “range”, but other operators need “port1” only. 

destination-port operator port1 [port2]: Destination port number of TCP or UDP used 
by packets. For detailed description, please refer to source-port operator port1 [port2]. 

 

  Note: 

S5600 series do not support apply the rules which define the following port operator to 
hardware: gt (greater than), lt (less than), neq (non-equal), range (within this range). 

 

icmp-type type code: Appears when protocol is icmp. type code specifies an ICMP 
packet. type represents the type of ICMP packet, notated by a character or a number 
which ranges from 0 to 255; code represents ICMP code, which appears when the 
protocol is “icmp” and the type of packet is not notated by character, ranging from 0 to 
255. It is applicable to define advanced ACLs. 

established: Means that it is only effective to the first SYN packet established by TCP, 
appears when protocol is tcp. 

precedence precedence: IP priority, can be a name or a number ranging from 0 to 7. 

tos tos: ToS value, can be a name or a number ranging from 0 to 15. Packets can be 
classified according to TOS value. It is applicable to define advanced ACLs. 
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dscp dscp: DSCP value, can be a name or a number ranging from 0 to 63. Packets can 
be classified according to DSCP value. 

fragment: Means this rule is only effective to fragment packets and is ignored by 
non-fragment packets. 

 Parameters specific to Layer 2 ACL:  

source { source-vlan-id  | source-mac-addr source-mac-mask }*: The source 
information of a packet, source-vlan-id represents source VLAN of the packet, 
source-mac-addr source-mac-mask represents source MAC address of the packet. For 
example, if you set source-mac-mask to 0-0-ffff, it means that you will take the last 16 
bits of source MAC address as the rule of traffic classification. 

dest { dest-mac-addr dest-mac-mask }: The destination information of a packet, 
dest-mac-addr dest-mac-mask represents the the packet’s destination MAC address. 
For example, if you set dest-mac-mask to 0-0-ffff, it means that you will take the last 16 
bits of destination MAC address as the rule of traffic classification. 

format-type: 802.3/802.2, 802.3, ether_ii, snap. 

 

  Note: 

S5600 series do not support apply the rules which define the format-type to hardware. 

 

type protocol-type protocol-type-mask: Protocol type carried by Ethernet frame. 

lsap lsap-type lsap-type-mask: lsap type carried by Ethernet frame. 

 The parameter of user-defined ACL 

{ rule-string rule-mask offset }&<1-8>: rule-string is a character string of rule defined by 
a user. It is a hexadecimal character string with even digits. rule-mask offset is used to 
extract the packet information. Here, rule-mask is rule mask, used for logical AND 
operation with data packets, and offset determines to perform AND operation from 
which bytes apart from the packet header. rule-mask offset extracts a character string 
from the packet and compares it with the user-defined rule-string to get and process the 
matched packets. &<1-8> indicates that you can define up to 8 such rules at a time. 
This parameter is used for the user-defined ACL. 

Description 

Using the rule command, you can add a subrule to the ACL. Using the undo rule 
command, you can cancel a subrule of the ACL. 

You can define several subrules for an ACL. If you have input parameters when you are 
using the undo rule command, the system will only cancel the corresponding content 
of the parameters in the subrule. 
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For the related configuration, see acl. 

Example 

# Add a subrule to an advanced ACL: 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] acl number 3000 

[Quidway-acl-adv-3000] rule 1 permit tcp established source 1.1.1.1 0 

destination 2.2.2.2 0 

[Quidway-acl-adv-3000]  

# Add a subrule to a basic ACL: 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] acl number 2000 

[Quidway-acl-basic-2000] rule 1 permit source 1.1.1.1 0 fragment  

[Quidway-acl-basic-2000] 

# Add a subrule to a Layer 2 ACL: 

[Quidway] acl number 4000 

[Quidway-acl-ethernetframe-4000] rule 1 permit source 1  

[Quidway-acl-ethernetframe-4000] 

1.1.8  time-range 

Syntax 

time-range time-name { start-time to end-time days-of-the-week [ from start-time 
start-date ] [ to end-time end-date ] | from start-time start-date [ to end-time end-date ] 
| to end-time end-date } 

undo time-range time-name [ start-time to end-time days-of-the-week [ from 
start-time start-date ] [ to end-time end-date ] | from start-time start-date [ to end-time 
end-date ] | to end-time end-date ] 

View 

System view 

Parameter 

time-name: Defines the name of a special time-range used as a quoted identification. 

start-tim : The start time of a special time-range, denoted as hh:mm. 

end-time: The end time of a special time-range, denoted as hh:mm. 

days-of-the-week: Means this special time is effective on a specified day every week. 
You can input the following parameters: 
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Number (0-6); 

From Monday to Sunday (Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, 
Sunday); 

Working-day, from Monday to Friday inclusive. 

Off-day, including Saturday and Sunday; 

from start-time start-date: The start date of a special time-range, together with 
end-time end-date means this special time-range is effective during a certain period, 
notated as hh:mm MM/DD/ YYYY. 

to end-time end-date: The end date of a special time-range, together with start-time 
start-date means this special time-range is effective during a certain period, notated as 
hh:mm MM/DD/ YYYY. 

If the above two parameters are not configured, it means there is no restriction to 
time-range. 

Description 

Using the time-range command, you can configure a time-range. Using the undo 
time-range command, you can cancel a time-range. 

If you have input parameters when you are using the undo time-range command, the 
system will only cancel the corresponding content of the parameters in the time-range. 

Example 

# Specify a time-range to take effect at 00:00, January 1, 2000, and it will be effective 
forever. 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] time-range test from 00:00 1/1/2000 

[Quidway] 
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Chapter 2  Qos Command 

2.1  QoS Command 

2.1.1  display mirror 

Syntax 

display mirror 

View 

Any view 

Parameter 

None 

Description 

Using the display mirror command, you can view port mirroring configuration, 
including monitored ports, monitor port and monitor direction, etc.  

For the related command, see mirroring-port, monitor-port.  

Example 

# Display port mirroring configuration.  

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] display mirror 

Monitor-port: 

   GigabitEthernet1/0/1 

 Mirroring-port: 

   GigabitEthernet1/0/2       both 

2.1.2  display qos cos-local-precedence-map 

Syntax 

display qos cos-local-precedence-map 

View 

Any view 
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Parameter 

None 

Description 

Using display qos cos-local-precedence-map command, you can view 
“COS->Local-precedence” map. 

Example 

# Display “COS->Local -precedence” map. 

<Quidway> display qos cos-local-precedence-map 

cos-local-precedence-map: 

 802.1p & local-precedence :   0     1     2     3     4     5     6     7 

-------------------------------------------------------------------- 

                     queue :   2     0     1     3     4     5     6     7 

2.1.3  display qos-interface all 

Syntax 

display qos-interface { interface-name | interface-type interface-num | unit-id } all 

View 

Any view 

Parameter 

interface-name | interface-type interface-num: Interfaces of the switch, for detailed 
description, please refer to Command Manual – Port. 

unit-id: Unit ID of the switch. 

Description 

Using the display qos-interface all command, you can view QoS setting information 
of all interfaces. If you do not input interface parameters, this command will display all 
QoS setting information of the switch, including traffic policing, rate limit at interface, etc; 
if you input interface parameters, this command will display QoS setting information of 
specified interfaces, including traffic policing, rate limit at interfaces, etc. 

Example 

# Display all the configurations of QoS parameters. 

<Quidway> display qos-interface 1 all 

GigabitEthernet1/0/1: traffic-limit 

 Inbound: 

   Matches: Acl 2000 rule 1  running 
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     Target rate: 128 Kbps 

GigabitEthernet1/0/1: traffic-priority 

 Inbound: 

   Matches: Acl 2000 rule 1  running 

     Priority action: cos best-effort 

 

GigabitEthernet1/0/1: line-rate 

   Outbound: 128 Kbps 

 

GigabitEthernet1/0/1: 

 

 Queue scheduling mode: weighted round robin 

 weight of queue 1: 1 

 weight of queue 2: 2 

 weight of queue 3: 3 

 weight of queue 4: 4 

 weight of queue 5: 5 

 weight of queue 6: 6 

  ---- More ---- 

2.1.4  display qos-interface line-rate 

Syntax 

display qos-interface { interface-name | interface-type interface-num | unit-id } 
line-rate 

View 

Any view 

Parameter 

interface-name | interface-type interface-num: Interface of switch, for detailed 
description, please refer to Command Manual – Port. 

unit-id: Unit ID of the switch. 

Description 

Using the display qos-interface line-rate command, you can view the parameter 
setting of traffic rate limitation in the interface output direction, including the output 
interfaces and their limited traffic rate. If you do not input interface parameters, you will 
view the parameter setting of traffic rate limitation of all interfaces in output direction; if 
you do not input interface parameters, you will view the parameter setting of traffic rate 
limitation at specified interfaces in output direction. 
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Example 

# Display the parameter configuration of interface traffic rate limitation. 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] display qos-interface 1 line-rate  

GigabitEthernet1/0/1: line-rate 

   Outbound: 128 Kbps 

2.1.5  display qos-interface mirrored-to 

Syntax 

display qos-interface { interface-name | interface-type interface-num | unit-id } 
mirrored-to 

View 

Any view 

Parameter 

interface-name | interface-type interface-num: Interface of switch, for detailed 
description, please refer to Command Manual – Port. 

unit-id: Unit ID of the switch. 

Description 

Using display qos-interface mirrored-to command, you can view the settings of the 
traffic mirror.  

This command is used for displaying the settings of traffic mirror. The information 
displayed includes the ACL of traffic to be mirrored and the observing port.  

For the related command, see mirrored-to. 

Example 

# Display the settings of traffic mirror.  

<Quidway> display qos-interface GigabitEthernet1/0/1 mirrored-to 

GigabitEthernet1/0/1: mirrored-to 

 Inbound: 

   Matches: Acl 2000 rule 1  running 

     Mirrored to: monitor interface 
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2.1.6  display qos-interface traffic-limit 

Syntax 

display qos-interface { interface-name | interface-type interface-num | unit-id } 
traffic-limit 

View 

Any view 

Parameter 

interface-name | interface-type interface-num: Interface of switch, for detailed 
description, please refer to Command Manual – Port. 

unit-id: Unit ID of the switch. 

Description 

Using display qos-interface traffic-limit command, you can view the settings of traffic 
limit.  

If you set the port parameters, the configuration information about the specified port will 
be displayed. The information displayed includes the ACL of the traffic to be limited, the 
limited average rate and the settings of some related policing action.  

For the related command, see traffic-limit. 

Example 

# Display the settings of traffic limit.  

<Quidway> display qos-interface GigabitEthernet1/0/1 traffic-limit 

GigabitEthernet1/0/1: traffic-limit 

 Inbound: 

   Matches: Acl 2000 rule 1  running 

     Target rate: 128 Kbps 

2.1.7  display qos-interface traffic-priority 

Syntax 

display qos-interface { interface-name | interface-type interface-num | unit-id } 
traffic-priority 

View 

Any view 

Parameter 
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interface-name | interface-type interface-num: Interface of switch, for detailed 
description, please refer to Command Manual – Port. 

unit-id: Unit ID of the switch. 

Description 

Using display qos-interface traffic-priority command, you can view the settings of 
traffic priority.  

This command is used for displaying the settings of traffic priority. The information 
displayed includes the ACL corresponding to the traffic tagged with priority, priority type 
and value.  

For the related command, see traffic-priority. 

Example 

# Display the settings of traffic priority.  

<Quidway> display qos-interface GigabitEthernet1/0/1 traffic-priority 

GigabitEthernet1/0/1: traffic-priority 

 Inbound: 

   Matches: Acl 2000 rule 1  running 

     Priority action: cos best-effort 

2.1.8  display qos-interface traffic-redirect 

Syntax 

display qos-interface { interface-name | interface-type interface-num | unit-id } 
traffic-redirect 

View 

Any view 

Parameter 

interface-name | interface-type interface-num: Interface of switch, for detailed 
description, please refer to Command Manual – Port. 

unit-id: Unit ID of the switch. 

Description 

Using the display qos-interface traffic-redirect command, you can view the setting 
of the redirection parameters. The displayed content includes the corresponding ACLs 
of the traffics to be redirected, the redirected interfaces, etc. 

For the related configuration, see traffic-redirect. 

Example 
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# Display the redirection parameter configuration. 

<Quidway> display qos-interface GigabitEthernet1/0/1 traffic-redirect 

GigabitEthernet1/0/1: traffic-redirect 

 Inbound: 

   Matches: Acl 2000 rule 1  running 

     Redirected to: interface GigabitEthernet1/0/2 

2.1.9  display qos-interface traffic-statistic 

Syntax 

display qos-interface { interface-name | interface-type interface-num | unit-id } 
traffic-statistic 

View 

Any view 

Parameter 

interface-name | interface-type interface-num: Specifies a port of the switch. For 
detailed information, refer to the port command manual.  

Description 

Using display qos-interface traffic-statistic command, you can view the traffic 
statistics information.  

This command is used for displaying the traffic statistics information. The information 
displayed includes the ACL corresponding to the traffic to be counted and the number 
of packets counted.  

The statistics information of traffic-statistic command includes the matched times of 
the transmitted data by switch. User can use display qos-interface traffic-statistic 
command to display the statistics information. 

For the related command, see traffic-statistic. 

Example 

# Display the traffic statistics information.  

<Quidway> display qos-interface GigabitEthernet1/0/1 traffic-statistic 

GigabitEthernet1/0/1: traffic-statistic 

 Inbound: 

   Matches: Acl 2000 rule 1  running 

     0 packet inprofile 

     0 packet outprofile 

2.1.10  display queue-scheduler 
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Syntax 

display queue-scheduler 

View 

Any view 

Parameter 

None. 

Description 

Using the display queue-scheduler command, you can view queue scheduling mode 
and corresponding parameter configuration.  

For the related command, see queue-scheduler.  

Example 

# Display queue scheduling mode.  

<Quidway> display queue-scheduler 

Queue scheduling mode: weighted round robin 

 weight of queue 0: 1 

 weight of queue 1: 2 

 weight of queue 2: 3 

 weight of queue 3: 4 

 weight of queue 4: 5 

 weight of queue 5: 6 

 weight of queue 6: 7 

 weight of queue 7: 8 

2.1.11  line-rate  

Syntax 

line-rate outbound target-rate 

undo line-rate outbound 

View 

Ethernet Port view 

Parameter 

target-rate: The total limited rate of the the packets sent by interfaces, unit in Kbps, 
ranging from 64 to 1000000. The number input must be multiple of 64. 

Description 
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Using the line-rate command, you can limit the total rate of the packets delivered by 
interfaces. Using the undo line-rate command, you can cancel the configuration of 
limit rate at interfaces. 

The granularity of line rate is 64kbps. 

Example 

# The rate limitation of interface GigabitEthernet1/0/1 is 128 kbps. 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/1] line-rate outbound 128 

[Quidway-GigabitEthernet1/0/1] 

2.1.12  mirrored-to 

Syntax 

mirrored-to inbound { user-group acl-number [ rule rule ] | ip-group acl-number 
[ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number [ rule rule ] } 
{ cpu | monitor-interface } 

undo mirrored-to inbound { user-group acl-number [ rule rule ] | ip-group 
acl-number [ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number 
[ rule rule ] } 

View 

Ethernet Port view 

Parameter 

inbound: Performs traffic mirror for the packets received by the interface. 

user-group acl-number: Activates user-defined ACLs. acl-number: Sequence number 
of ACL, ranging from 5000 to 5999.  

ip-group acl-number: Activates IP ACLs, including basic and advanced ACLs. 
acl-number : Sequence number of ACL, ranging from 2000 to 3999.  

link-group acl-number: Activates Layer 2 ACLs. acl-number: Sequence number of 
ACL, ranging from 4000 to 4999.  

rule rule: Specifies the subitem of an active ACL, ranging from 0 to 65534; if not 
specified, all subitems of ACL will be activated.  

cpu: Specifies the traffic will be mirror to CPU 

monitor-interface: Specifies the destination port is the monitor port. 

Description 
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Using mirrored-to command, you can enable ACL traffic identification and perform 
traffic mirror. Using undo mirrored-to command, you can disable traffic mirror.  

This command is used for mirroring the traffic matching the specified ACL (whose 
action is permit). The observing port cannot be a Trunk port or aggregated port.   

This command only supports one observing port. When you use the traffic mirror for the 
first time, you have to designate the observing port.  

For the related command, see display qos-interface mirrored-to. 

Example 

# Mirrors the packets matching the ACL 2000 rules, whose action is permit, to the port 
GigabitEthernet1/0/1.  

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/1] monitor-port 

[Quidway-GigabitEthernet1/0/1] interface GigabitEthernet1/0/2 

[Quidway-GigabitEthernet1/0/2] mirrored-to inbound ip-group 2000 

monitor-interface 

[Quidway-GigabitEthernet1/0/2] 

2.1.13  mirroring-port 

Syntax 

mirroring-port { inbound | outbound | both } 

undo mirroring-port 

View 

Ethernet Port view 

Parameter 

inbound | outbound | both: specify the direction of the mirrored packets. inbound 
means only monitor the packets received by current port, outbound means only 
monitor the packets sent by current port, and both means monitor the packets received 
and sent by current port. 

Description 

Using the mirroring-port command, you can configure a monitored port. Using the 
undo mirroring-port command, you can remove setting of monitored port.  

The switch supports one monitor port and multiple mirroring ports. If several switches 
form a Fabric, multiple monitored ports and only one monitor port can be configured in 
the Fabric.  
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For the related command, see display mirror.  

Example 

# Configure the port GigabitEthernet1/0/1 as a monitored port, monitoring packets of 
both directions.  

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/1] mirroring-port both 

2.1.14  monitor-port 

Syntax 

monitor-port  

undo monitor-port 

View 

Ethernet Port view 

Parameter 

None.  

Description 

Using the monitor-port command, you can configure a monitor port. Using the undo 
monitor-port command, you can remove the setting of monitor port.  

The switch supports one monitor port and multiple mirroring ports. If several switches 
form a Fabric, multiple monitored ports and only one monitor port can be configured in 
the Fabric.  

For the related command, see display mirror.  

Example 

# Configure the port GigabitEthernet1/0/4 as a monitor port.  

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/4 

[Quidway-GigabitEthernet1/0/4] monitor-port 

[Quidway-GigabitEthernet1/0/4] 

2.1.15  priority  

Syntax 
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priority priority-level  

undo priority 

View 

Ethernet Port views 

Parameter 

priority-level: Specifies the priority level of the port, ranging from 0 to 7.  

Description 

Using priority command, you can configure the priority of Ethernet port. Using undo 
priority command, you can restore the default port priority.  

By default, switch replaces the 802.1p priority carried by a packet with the port priority.  

You can set a priority for a port and replace the 802.1p priority carried in the packet with 
it. After transmitting a packet, the switch will replace the packet 802.1p priority with the 
priority of the received port, according to which the packet will be put into the 
corresponding egress queue.  

Example 

# Set the priority of GigabitEthernet1/0/1 port to 7. 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/1] priority 7 

[Quidway-GigabitEthernet1/0/1] 

2.1.16  priority trust 

Syntax 

priority trust 

undo priority 

View 

Ethernet port view 

Parameter 

None 

Description 

Using priority trust command, you can configure system trusting the packet 802.1p 
priority and not replacing the 802.1p priorities carried by the packets with the port 
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priority. Using undo priority command, you can configure the system not trust packet 
802.1p priority.  

By default, the system replaces the 802.1p priority carried by a packet with the port 
priority. 

For the related command, see priority. 

Example 

# Configure system trusting the packet 802.1p priority and not replacing the 802.1p 
priorities carried by the packets with the port priority. 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/1] priority trust 

[Quidway-GigabitEthernet1/0/1] 

2.1.17  qos cos-local-precedence-map 

Syntax 

qos cos-local-precedence-map cos0-map-local-prec cos1-map-local-prec 
cos2-map-local-prec cos3-map-local-prec cos4-map-local-prec cos5-map-local-prec 
cos6-map-local-prec cos7-map-local-prec 

undo qos cos-local-precedence-map 

View 

System view 

Parameter 

cos0-map-local-prec: CoS 0 → Local precedence mapping value, in the range of 0~7.  

cos1-map-local-prec: CoS 1 → Local precedence mapping value, in the range of 0~7.  

cos2-map-local-prec: CoS 2 → Local precedence mapping value, in the range of 0~7.  

cos3-map-local-prec: CoS 3 → Local precedence mapping value, in the range of 0~7.  

cos4-map-local-prec: CoS 4 → Local precedence mapping value, in the range of 0~7.  

cos5-map-local-prec: CoS 5 → Local precedence mapping value, in the range of 0~7.  

cos6-map-local-prec: CoS 6 → Local precedence mapping value, in the range of 0~7.  

cos7-map-local-prec: CoS 7 → Local precedence mapping value, in the range of 0~7.  

Description 



Command Manual - QoS/ACL 
Quidway S5600 Series Ethernet Switches Chapter 2  Qos Command
 

Huawei Technologies Proprietary 

2-14 

Using the qos cos-local-precedence-map command, you can configure “CoS → 
Local-precedence” mapping table. Using the undo qos cos-local-precedence-map 
command, you can restore its default values.  

The following is the default “CoS → Local-precedence” mapping table.  

Table 2-1 Default “CoS → Local-precedence” mapping table 

CoS Value Local Precedence 

0 2 

1 0 

2 1 

3 3 

4 4 

5 5 

6 6 

7 7 

 

Example 

# Configure “CoS → Local-precedence” mapping table.  

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] qos cos-local-precedence-map 0 1 2 3 4 5 6 7 

[Quidway] 

The following is the configured "CoS → Local-precedence” mapping table.  

Table 2-2 “CoS → Local-precedence” mapping table 

CoS Value Local Precedence 

0 0 

1 1 

2 2 

3 3 

4 4 

5 5 

6 6 

7 7 
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2.1.18  queue-scheduler 

Syntax 

queue-scheduler wrr queue1-weight queue2-weight queue3-weight queue4-weight 
queue5-weight queue6-weight queue7-weight queue8-weight  

undo queue-scheduler 

View 

Ethernet Port view 

Parameter 

wrr queue1-weight queue2-weight queue3-weight queue4-weight queue5-weight 
queue6-weight queue7-weight queue8-weight: Indicates that the queue uses weight 
round robin scheduling. queue1-weight: the weight of queue 1, the percentage 
allocated by bandwidth; queue2-weight: the weight of queue 2, and so on. The weight 
ranges from 0 to 15. 

Description 

Using the queue-scheduler command, you can configure queue scheduling mode; 
using the undo queue-scheduler command, you can restore the default value. 

By default, WRR algorithm is selected for all outbound queues at a port.  

For the related configuration, see display queue-scheduler. 

Example 

# Set wrr as the port queue scheduling mode. 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] queue-scheduler wrr 1 2 3 4 5 6 7 8  

The queue scheduling parameters in all interfaces are refreshed. 

[Quidway]  

2.1.19  reset traffic-statistic 

Syntax 

reset traffic-statistic inbound { user-group acl-number [ rule rule ] | ip-group 
acl-number [ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number 
[ rule rule ] } 

View 

Ethernet port view 
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Parameter 

inbound: specify the traffic received by the Ethernet port. 

user-group acl-number: Activates user-defined ACLs. acl-number: Sequence number 
of ACL, ranging from 5000 to 5999.  

ip-group acl-number: Activates IP ACLs, including basic and advanced ACLs. 
acl-number : Sequence number of ACL, ranging from 2000 to 3999.  

link-group acl-number: Activates Layer 2 ACLs. acl-number: Sequence number of 
ACL, ranging from 4000 to 4999.  

rule rule: Specifies the subitem of an active ACL, ranging from 0 to 65534; if not 
specified, all subitems of ACL will be activated.  

Description 

Using reset traffic-statistic command, you can reset the traffic statistics information.  

This command is used for clearing the statistics information about all the traffic or a 
specified one.  

Table 2-3 The comparison between reset commands of statistics information 

Command Function 

reset acl 
counter 

Reset the statistics information of the ACL which is used in the 
case of filtering or classifying the data treated by the software of 
switch. The case includes: ACL cited by route policy function, 
ACL used for control logon user, etc.  

reset 
traffic-statistic 

Reset statistic information of traffic. This command is used in the 
case of filtering or classifying the data transmitted by the 
hardware of switch. Commonly, this command is used to reset 
the statistics information of the traffic-statistic command. 

 

Example 

# Clear the statistics information about ACL 2000.  

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/1] reset traffic-statistic inbound ip-group 2000 

[Quidway-GigabitEthernet1/0/1] 

2.1.20  traffic-limit 

Syntax 
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traffic-limit inbound { user-group acl-number [ rule rule ] |  ip-group acl-number 
[ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number [ rule rule ] } 
target-rate  [ exceed action ] 

undo traffic-limit inbound { user-group acl-number [ rule rule ] |  ip-group 
acl-number [ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number 
[ rule rule ] } 

View 

Ethernet Port view 

Parameter 

inbound: Performs traffic limitation to the packets received by the interface. 

user-group acl-number: Activates user-defined ACLs. acl-number: Sequence number 
of ACL, ranging from 5000 to 5999.  

ip-group acl-number: Activates IP ACLs, including basic and advanced ACLs. 
acl-number : Sequence number of ACL, ranging from 2000 to 3999.  

link-group acl-number: Activates Layer 2 ACLs. acl-number: Sequence number of 
ACL, ranging from 4000 to 4999.  

rule rule: Specifies the subitem of an active ACL, ranging from 0 to 65534; if not 
specified, all subitems of ACL will be activated.  

target-rate: The set normal traffic, unit in Kbps, the granularity of traffic limit is 64kbps, if 
the number user input is in ( N*64, (N+1)*64], in which N is a natural number, switch 
automaticaly sets (N+1)*64 as the parameter value. target-rate ranges from 64 to 
1000000 inclusive. 

exceed action:  The action taken when the traffic exceeds the threshold. The action can 
be: 

 drop: Drops the packets. 
 remark-dscp value: Sets new DSCP value. 

Description 

Using the traffic-limit command, you can activate ACL and perform traffic limitation. 
Using the undo traffic-limit command, you can remove traffic limitation. 

This command performs traffic limitation to the packets that match with specified ACL 
rule, and is only effective to the permit rule. 

The granularity of traffic limit is 64kbps. 

Example 

# Perform traffic limitation to packets that match with the permit rule of ACL 2000. The 
normal traffic is 128 kbps. 

<Quidway>system-view 
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System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/1] traffic-limit inbound ip-group 2000 128  

[Quidway-GigabitEthernet1/0/1] 

2.1.21  traffic-priority 

Syntax 

traffic-priority inbound { user-group acl-number [ rule rule ] |  ip-group acl-number 
[ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number [ rule rule ] } 
{ { dscp dscp-value | ip-precedence { pre-value | from-cos } } | cos { pre-value | 
from-ipprec } | local-precedence pre-value }*  

undo traffic-priority inbound { user-group acl-number [ rule rule ] |  ip-group 
acl-number [ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number 
[ rule rule ] } 

View 

Ethernet Port view 

Parameter 

inbound: Performs priority marking to the packets received by the interface.  

user-group acl-number: Activates user-defined ACLs. acl-number: Sequence number 
of ACL, ranging from 5000 to 5999.  

ip-group acl-number: Activates IP ACLs, including basic and advanced ACLs. 
acl-number : Sequence number of ACL, ranging from 2000 to 3999.  

link-group acl-number: Activates Layer 2 ACLs. acl-number: Sequence number of 
ACL, ranging from 4000 to 4999.  

rule rule: Specifies the subitem of an active ACL, ranging from 0 to 65534; if not 
specified, all subitems of ACL will be activated.  

dscp dscp-value: Set DSCP priority, ranging from 0 to 63. 

ip-precedence { pre-value | from-cos }: Set IP priority, pre-value  ranges from 0 to 7.  
from-cos means to set IP priority of the packet the same to 802.1p priority. 

cos { pre-value | from-ipprec }: Set 802.1p priority. pre-value ranges from 0 to 7. 
from-ipprec means to set 802.1p priority of the packet the same to IP priority. 

local-precedence pre-value: Set local priority. pre-value ranges from 0 to 7. 

Description 

Using the traffic-priority command, you can activate ACL and perform priority marking. 
Using the undo traffic-priority command, you can remove the priority marks. 

The system can mark the packets with various levels of precedence. 
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For the related configuration, see display qos-interface traffic-priority. 

Example 

# Perform priority marking to packets that match with the permit rule of ACL 2000. Set 
its 802.1p priority to 0. 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/1] traffic-priority inbound ip-group 2000 cos 0 

[Quidway-GigabitEthernet1/0/1] 

2.1.22  traffic-redirect  

Syntax 

traffic-redirect inbound { user-group acl-number [ rule rule ] |  ip-group acl-number 
[ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number [ rule rule ] } 
{ cpu | interface { interface-name | interface-type interface-num } } 

undo traffic-redirect inbound { user-group acl-number [ rule rule ] |  ip-group 
acl-number [ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number 
[ rule rule ] } 

View 

Ethernet Port view 

Parameter 

inbound: Performs traffic redirecting to the packets received by the interface.  

user-group acl-number: Activates user-defined ACLs. acl-number: Sequence number 
of ACL, ranging from 5000 to 5999.  

ip-group acl-number: Activates IP ACLs, including basic and advanced ACLs. 
acl-number : Sequence number of ACL, ranging from 2000 to 3999.  

link-group acl-number: Activates Layer 2 ACLs. acl-number: Sequence number of 
ACL, ranging from 4000 to 4999.  

rule rule: Specifies the subitem of an active ACL, ranging from 0 to 65534; if not 
specified, all subitems of ACL will be activated.  

cpu: Configures to redirect the traffic to the CPU.  

interface { interface-name | interface-type interface-num }: Specifies the Ethernet port 
to which the packets will be redirected. interface-type specifies the port type. 
interface-num specifies the port number. interface-num and interface-type specify a 
complete port name together. interface-name is interface-type added with 
interface-num.  
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Description 

Using traffic-redirect command, you can activate the ACL to recognize and redirect 
the traffic(whose action is permit). Using undo traffic-redirect command, you can 
cancel the redirection.  

For the related command, see display qos-global traffic-redirect. 

Example 

# Redirects the packets matching the ACL 2000 rules with action permit to the port 
GigabitEthernet1/0/1.  

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/2 

[Quidway-GigabitEthernet1/0/2] traffic-redirect inbound ip-group 2000 

interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/2] 

2.1.23  traffic-statistic 

Syntax 

traffic-statistic  inbound { user-group acl-number [ rule rule ] |  ip-group acl-number 
[ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number [ rule rule ] } 

undo traffic-statistic  inbound  { user-group acl-number [ rule rule ] |  ip-group 
acl-number [ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number 
[ rule rule ] } 

View 

Ethernet Port view 

Parameter 

inbound: Performs traffic statistic to the packets received by the interface.  

user-group acl-number: Activates user-defined ACLs. acl-number: Sequence number 
of ACL, ranging from 5000 to 5999.  

ip-group acl-number: Activates IP ACLs, including basic and advanced ACLs. 
acl-number : Sequence number of ACL, ranging from 2000 to 3999.  

link-group acl-number: Activates Layer 2 ACLs. acl-number: Sequence number of 
ACL, ranging from 4000 to 4999.  

rule rule: Specifies the subitem of an active ACL, ranging from 0 to 65534; if not 
specified, all subitems of ACL will be activated.  
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Description 

Using traffic-statistic command, you can activate the ACL to recognize and count the 
traffic(whose action is permit). Using undo traffic-statistic command, you can cancel 
the traffic statistics.  

The statistics information of traffic-statistic command includes the matched times of 
the transmitted data by switch. User can use display qos-interface traffic-statistic 
command to display the statistics information. 

For the related command, see display qos-interface traffic-statistic. 

Example 

# Count the packets matching the ACL 2000 rules with action permit.  

<Quidway> system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/1] traffic-statistic inbound ip-group 2000 

[Quidway-GigabitEthernet1/0/1] 
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Chapter 3  QoS Profile Configuration Commands 

3.1  QoS Profile Configuration Commands 

3.1.1  apply qos-profile 

Syntax 

apply qos-profile profile-name 

undo apply qos-profile profile-name 

View 

Ethernet port view 

Parameter 

profile-name: QoS profile name, a string of one to 32 characters, starting with English 
letters [a-z, A-Z] and excluding all, interface, user, undo, user-based, port-based and 
others which are reserved as keywords. 

Description 

Using the apply qos-profile command, you can apply the QoS profile to the current 
port. Using the undo apply qos-profile command, you can remove the configuration.  

You cannot delete the specific QoS profile which has been applied to the port.  

Example 

# Apply the h3c profile to the current port 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 

[Quidway-GigabitEthernet1/0/1] apply qos-profile h3c 

3.1.2  display qos-profile 

Syntax 

display qos-profile { all | name profile-name | interface { interface-name | 
interface-type interface-num } | user user-name } 

View 

Any view 
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Parameter 

all: Displays all QoS profiles.  

name profile-name: Displays the QoS profiles with specific names, profile-name is a 
string of one to 32 characters, starting with English letters [a-z, A-Z] and excluding all, 
interface, user, undo, user-based, port-based and others which are reserved as 
keywords.  

interface { interface-name | interface-type interface-num }: Displays the QoS profile 
delivered to a specific port.  

user user-name: Displays the QoS profile mapped with a specific user.  

Description 

Using the display qos-profile command, you can view QoS profile configuration 
information.  

Example 

# Display QoS profile configuration information 

<Quidway> display qos-profile all 

qos-profile: h3c, 3 actions 

 packet-filter inbound link-group 4000 rule 1 

 traffic-limit inbound ip-group 2000 rule 1 128 exceed drop 

 traffic-priority inbound ip-group 2000 rule 1 local-precedence 0 

3.1.3  packet-filter 

Syntax 

packet-filter inbound { user-group acl-number [ rule rule ] | ip-group acl-number 
[ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number [ rule rule ] } 

undo packet-filter inbound { user-group acl-number [ rule rule ] | ip-group 
acl-number [ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number 
[ rule rule ] } 

View 

QoS profile view 

Parameter 

inbound: Filters the inbound packets on the port.  

ip-group acl-number: Basic or advanced ACL, acl-number is in the range 2000 to 3999 

link-group acl-number: Layer 2 ACL, acl-number is in the range 4000 to 4999 

rule rule: Specifies a match statement in the ACL, in the range 0 to 65534. All match 
statements are selected if you skip this keyword.  
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Description 

Using the packet-filter command, you can add packet filtering action to the QoS profile. 
Using the undo packet-filter command, you can remove packet filtering action from 
the QoS profile. 

Example 

# Add to the h3c profile this packet filtering action: Filters the inbound packets matching 
the ACL 4000.  

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] qos-profile h3c 

[Quidway-qos-profile-h3c] packet-filter inbound link-group 4000 

[Quidway-qos-profile-h3c] 

3.1.4  qos-profile 

Syntax 

qos-profile profile-name 

undo qos-profile profile-name 

View 

System view 

Parameter 

profile-name: QoS profile name, a string of one to 32 characters, a string of one to 32 
characters, starting with English letters [a-z, A-Z] and excluding all, interface, user, 
undo, user-based, port-based and others which are reserved as keywords. 

Description 

Using the qos-profile command, you can create a QoS profile and enter the 
corresponding view. For an existing profile, you can directly enter the corresponding 
view. Using the undo qos-profile command, you can delete a QoS profile.  

After enter QoS profile view, you can configure the QoS actions for current QoS porfile. 
The maximum of action number in one QoS profile is 32. 

You cannot delete the specific QoS profile which has been applied to the port.  

Example 

# Create QoS profile h3c.  

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] qos-profile h3c 
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[Quidway-qos-profile-h3c] 

3.1.5  qos-profile port-based 

Syntax 

qos-profile port-based 

undo qos-profile port-based 

View 

Ethernet port view 

Parameter 

None 

Description 

Using the qos-profile port-based command, you can configure application mode on 
the port of the QoS profile. Using the undo qos-profile port-based command, you can 
restore the default application mode.  

By default, user-based application mode is selected on the port.  

 If the 802.1x authentication is based on the MAC address, you must configure the 
QoS profile application mode to be user-based. 

 If the 802.1x authentication is based on the port, you must configure the QoS 
profile application mode to be port-based. 

After you configure the QoS profiles and the user pass the authentication, the switch 
will deliver the right profile dynamically to the port from which the user is accessed. The 
QoS profile can be delivered to the port in these different modes:  

 User-based mode: If the source station information (source MAC address, source 
IP address or source MAC address + IP address) has been defined in the ACL 
which is referenced in the traffic actions, the switch cannot deliver the QoS profile; 
if no source station information is available, the switch generates a new ACL by 
adding the source MAC address and source IP address into the existing ACL, and 
then delivers all traffic actions in the QoS profile to the user port.  

 Port-based mode: The switch delivers the traffic actions in the QoS profile directly 
to the user port. In this mode, all the accessed users through one port should use 
the same profile. 

Example 

# Configure port-based application mode on the port.  

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] interface GigabitEthernet1/0/1 
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[Quidway-GigabitEthernet1/0/1] qos-profile port-based 

[Quidway-GigabitEthernet1/0/1] 

3.1.6  traffic-limit 

Syntax 

traffic-limit inbound { user-group acl-number [ rule rule ] |  ip-group acl-number 
[ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number [ rule rule ] } 
target-rate [ exceed action ] 

undo traffic-limit inbound { user-group acl-number [ rule rule ] |  ip-group 
acl-number [ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number 
[ rule rule ] }  

View 

QoS profile view 

Parameter 

inbound: Set traffic limiting for the inbound packets on the port.  

user-group acl-number: Activates user-defined ACLs. acl-number: Sequence number 
of ACL, ranging from 5000 to 5999.  

ip-group acl-number: Basic or advanced ACL, acl-number is in the range 2000 to 3999 

link-group acl-number: Layer 2 ACL, acl-number is in the range 4000 to 4999 

rule rule: Specifies a match statement in the ACL, in the range 0 to 65534. All match 
statements are selected if you skip this keyword. 

target-rate: The set normal traffic, unit in Kbps, the granularity of traffic limit is 64kbps, if 
the number user input is in ( N*64, (N+1)*64], in which N is a natural number, switch 
automaticaly sets (N+1)*64 as the parameter value. target-rate ranges from 64 to 
1000000 inclusive. 

exceed action: Action taken when the traffic threshold is exceeded (optional). Two 
actions are available:  

 drop: Drops packets.  
 remark-dscp value: Sets a new DSCP value.  

Description 

Using the traffic-limit command, you can add traffic policing action in the QoS profile, 
with the granularity of 64 kbps. Using the undo traffic-limit command, you can remove 
traffic policing action from the QoS profile.  

You cannot remove traffic policing action from the specific QoS profile which has been 
applied to the port. 
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Example 

# Add to the h3c profile this traffic policing action: Limits traffic for the packets matching 
ACL 2000, the target rate is 128 kbps, drop the packets at a rate exceeding this target 
rate 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] qos-profile h3c 

[Quidway-qos-profile-h3c] traffic-limit inbound  ip-group 2000 128 exceed drop 

[Quidway-qos-profile-h3c]  

3.1.7  traffic-priority  

Syntax 

traffic-priority inbound { user-group acl-number [ rule rule ] |  ip-group acl-number 
[ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number [ rule rule ] } 
{ { dscp dscp-value | ip-precedence { pre-value | from-cos } } | { pre-value | 
from-ipprec } | local-precedence pre-value }* 

undo traffic-priority inbound { user-group acl-number [ rule rule ] |  ip-group 
acl-number [ rule rule [ link-group acl-number  rule rule ] ] | link-group acl-number 
[ rule rule ] } 

View 

QoS profile view 

Parameter 

inbound: Replaces the preference value for the inbound packets on the port.  

user-group acl-number: Activates user-defined ACLs. acl-number: Sequence number 
of ACL, ranging from 5000 to 5999.  

ip-group acl-number: Basic or advanced ACL, acl-number is I the range 2000 to 3999 

link-group acl-number: Layer 2 ACL, acl-number is in the range 4000 to 4999 

rule rule: Specifies a match statement in the ACL, in the range 0 to 65534. All match 
statements are selected if you skip this keyword. 

dscp dscp-value: Sets DSCP preference value, in the range 0 to 63.  

ip-precedence { pre-value | from-cos }: Set IP preference value, pre-value is in the 
range 0 to 7. from-cos sets the IP preference value consistent with 802.1p preference 
value.  

cos { pre-value | from-ipprec }: Sets 802.1p preference value, pre-value is in the  
range 0 to 7. from-ipprec sets the 802.1p preference value consistent with the IP 
preference value.  
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local-precedence pre-value: Sets local preference value, in the range 0 to 7.  

Description 

Using the traffic-priority command, you can enable the ACL and preference replacing 
action. Using the undo traffic-priority command, you can remove the preferment 
replacing action.  

You cannot remove preference replacing action from the specific QoS profile which has 
been applied to the port. 

Example 

# Add to the h3c profile this preference replacing action: Sets local preference 0 to the 
inbound packets matching the ACL 2000 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] qos-profile h3c 

[Quidway-qos-profile-h3c] traffic-priority inbound ip-group 2000 

local-precedence 0 

[Quidway-qos-profile-h3c] 
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Chapter 4  ACL Control Commands to Control 
Login Users 

4.1  The ACL Control Commands to Control Login Users 

4.1.1  acl 

Syntax 

acl acl-number { inbound | outbound } 

undo acl { inbound | outbound } 

View 

VTY User interface view 

Parameter 

acl-number: The number identifier of basic or advanced number-based ACLs, ranging 
from 2000 to 3999. 

inbound: Performs ACL control to the users who access the local switch using 
TELNET. 

outbound: Performs ACL control to the users who access other switches from the local 
switch using TELNET. 

Description 

Using the acl command, you can reference ACL and implement the ACL control to the 
TELNET users. Using the undo acl command, you can remove the control to the 
TELNET users. 

Example 

# Perform ACL control to the users who access the local switch using TELNET (basic 
ACL 2000 has been defined). 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] user-interface vty 0 4 

[Quidway-ui-vty0-4] acl 2000 inbound 

[Quidway-ui-vty0-4] 
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4.1.2  ip http acl 

Syntax 

ip http acl acl-number 

undo ip http acl 

View 

System view 

Parameter 

acl-number: Specifies a basic ACL with a number in the range of 2000 to 2999. 

Description 

Using ip http acl command, you can call an ACL and perform ACL control over the 
WEB network management users. Using undo ip http acl command, you can cancel 
the ACL control over the WEB network management users. 

This command calls numbered basic ACL only. 

Example 

# Performs ACL control over the WEB network management users. (Suppose ACL 
2020 has been defined.) 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] ip http acl 2020 

4.1.3  snmp-agent community 

Syntax 

snmp-agent community { read | write } community-name [ mib-view view-name ] 
[ acl acl-number ]  

undo snmp-agent community community-name 

View 

System view 

Parameter 

read: Indicates that this community name has the read-only right within the specified 
view. 

write: Indicates that this community name has the read-write right within the specified 
view. 
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community-name: Character string of the community name. 

mib-view: Set the MIB view name which can be accessed by the community name. 

view-name: MIB view name. 

acl acl-number: The number identifier of basic number-based ACLs, ranging from 2000 
to 2999. 

Description 

Using the snmp-agent community command, you can set the community access 
name, permit the access to the switch using SNMP, and reference the ACL to perform 
ACL control to the network management users by acl-number. Using the undo 
snmp-agent community command, you can remove the setting of community access 
name. 

By default, SNMPV1 and SNMPV2C use community name to perform access. 

Example 

# Set the community name as “Hello”, permit the user to perform read-only access by 
using this community name, and reference the ACL 2000 to perform ACL control to the 
network management users (basic ACL 2000 has already been defined ). 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] snmp-agent community read hello acl 2000 

[Quidway] 

4.1.4  snmp-agent group 

Syntax 

snmp-agent group { v1 | v2c } group-name [ read-view read-view ] [ write-view 
write-view ] [ notify-view notify-view ] [ acl acl-number ] 

undo snmp-agent group { v1 | v2c } group-name 

snmp-agent group v3 group-name [ authentication | privacy ] [ read-view 
read-view ] [ write-view write-view ] [ notify-view notify-view ] [ acl acl-number ] 

undo snmp-agent group v3 group-name [ authentication | privacy ] 

View 

System view 

Parameter 

v1: V 1 security mode. 

v2c: V 2 security mode. 

v3: V 3 security mode. 
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group-name: Group name, ranging from 1 to 32 bytes. 

authentication: With this parameter, the system will authenticate SNMP data without 
encrypting it. 

privacy: Authenticates and encrypts packets. 

read-view: Sets read-only view. 

read-view: The name of read-only view, ranging from 1 to 32 bytes. 

write-view: Permits to set read-write view. 

write-view: The name of read-write view, ranging from 1 to 32 bytes. 

notify-view: Sets notify view. 

notify-view: The name of notify view, ranging from 1 to 32 bytes. 

acl acl-number: The number identifier of basic number-based ACLs, ranging from 2000 
to 2999. 

Description 

Using the snmp-agent group command, you can configure a new SNMP group and 
reference the ACL to perform ACL control to the network management users by acl 
acl-number. Using the undo snmp-agent group command, you can remove a 
specified SNMP group. 

Example 

# Create a SNMP group “hello”, and reference the ACL 2001 to perform ACL control to 
the network management users (basic ACL 2001 has already been defined). 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] snmp-agent group v1 hello acl 2001 

[Quidway] 

4.1.5  snmp-agent usm-user 

Syntax 

snmp-agent usm-user { v1 | v2c } user-name group-name [ acl acl-number ] 

undo snmp-agent usm-user { v1 | v2c } user-name group-name 

snmp-agent usm-user v3 user-name group-name [ authentication-mode { md5 | 
sha } auth-password ] [ privacy des56 priv-password ] [ acl acl-number ] 

undo snmp-agent usm-user v3 user-name group-name { local | engineid 
engineid-string } 

View 

System view 
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Parameter 

v1: V 1 security mode. 

v2c: V 2 security mode. 

v3: V 3 security mode. 

user-name: The user name, ranging from 1 to 32 bytes. 

group-name: The corresponding group name of the user, ranging from 1 to 32 bytes. 

authentication-mode: Specifies the security level to “to be authenticated” 

md5: Specifies the authentication protocol as HMAC-MD5-96. 

sha: Specifies the authentication protocol as HMAC-SHA-96. 

auth-password: Authentication password, character string, ranging from 1 to 64 bytes. 

privacy: Specifies the security level as encryption. 

des56: Specifies the DES encryption protocol. 

priv-password: Encryption password, character string, ranging from 1 to 64 bytes. 

acl acl-number: The number identifier of basic number-based ACLs, ranging from 2000 
to 2999. 

local: Local entity user. 

engineid: Specifies the engine ID related to the user. 

engineid-string: Engine ID character string. 

Description 

Using the snmp-agent usm-user command, you can add a new user to an SNMP 
group, and reference the ACL to perform ACL control to the network management 
users by acl acl-number. Using the undo snmp-agent usm-user command, you can 
remove the user from the related SNMP group as well as the configuration of the ACL 
control of the user. 

Example 

# Add a user “hello” to the SNMP group “hellogroup”. Specify the security level to “to be 
authenticated”, the authentication protocol to HMAC-MD5-96 and the authentication 
password to “quidway”, and reference the ACL 2002 to perform ACL control to the 
network management users (basic ACL 2002 has already been defined). 

<Quidway>system-view 

System View: return to User View with Ctrl+Z. 

[Quidway] snmp-agent usm-user v3 hello hellogroup authentication-mode md5 

quidway acl 2002 

[Quidway] 
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