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Chapter 1 Product Overview

1.1 Product Overview

Quidway S5600 Series Ethernet Switches are wire speed layer 3 switching products

supporting Intelligent Resilient Framework (IRF) feature. Besides saving user cost
otherwise invested on module rack-type switches, the S5600 series with IRF technique
also offer excellent network availability, upgradeability, performance and power

network control capacity. The series include the following main types of switches:

S5624P: Powered by AC-DC dual input power module (PSL130-AD). It provides
one fixed 2-port stack ports and one expansion slot on its rear panel. The
expansion slot can accommodate the 8-port SFP module, 1-port 10GE module or
2-port 10GE module. The front panel offers 24 x 10/100/1000Base-T RJ-45 ports
and four combo SFP ports, that is, you can only use either the RJ-45 ports 21, 22,
23 and 24 or the SFP ports 27, 25, 28 and 26, but not concurrently.
S5624P-PWR: Powered by Power over Ethernet (PoE) power module
(PSL480-AD24P). It provides one fixed 2-port stack ports and one expansion slot
on its rear panel. The expansion slot can accommodate the 8-port SFP module,
1-port 10GE module or 2-port 10GE module. The front panel offers 24 x
10/100/1000Base-T RJ-45 ports and four combo SFP ports, that is, you can only
use either the RJ-45 ports 21, 22, 23 and 24 or the SFP ports 27, 25, 28 and 26,
but not concurrently.

S5648P: Powered by AC-DC dual input power module (PSL180-AD). It provides
one fixed 2-port stack ports and one expansion slot on its rear panel. The
expansion slot can accommodate the 8-port SFP module, 1-port 10GE module or
2-port 10GE module. The front panel offers 48 x 10/100/1000Base-T RJ-45 ports
and four combo SFP ports, that is, you can only use either the RJ-45 ports 45, 46,
47 and 48 or the SFP ports 51, 49, 52 and 50, but not concurrently.
S5648P-PWR: Powered by PoE power module (PSL480-AD48P). It provides one
fixed 2-port stack ports and one expansion slot on its rear panel. The expansion
slot can accommodate the 8-port SFP module, 1-port 10GE module or 2-port
10GE module. The front panel offers 48 x 10/100/1000Base-T RJ-45 ports and
four combo SFP ports, that is, you can only use either the RJ-45 ports 45, 46, 47
and 48 or the SFP ports 51, 49, 52 and 50, but not concurrently.

Quidway S5600 Series Ethernet Switches support the following services:

Internet broadband access
MAN (metropolitan area network), enterprise/campus networking
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Providing multicast service and multicast routing function and supporting audio
and video multicast service.

Hereinafter Quidway S5600 Series Ethernet Switches are referred to as S5600 Series
Switches.

1.2 XRN Overview

1.2.1 Brief Introduction

With eXpandable Resilient Networking (XRN) feature, you can connect several devices
into a combined device and treat them as a single one. The combined device is called

Fabric, while the member devices are units. With XRN you can:

Manage multiple devices in centralized manner, with low management cost.
Extend the number of ports and switching capacity just by adding devices. You
can decide your equipment purchase as needed, and better protect existing
investment while upgrading network.

Provide backup between multiple devices to improve reliability and to eliminate
single point faults.

1.2.2 Major Technologies

XRN includes three technologies: distributed device management (DDM), distributed
link aggregation (DLA), distributed resilient route (DRR).

DDM: Users can treat the Fabric as a single device. They can manage the Fabric
through any port or IP address connected into the Fabric, without caring about
which unit they are connected.

DRR: The multiple units of a Fabric as a whole route and forward packets, and
provide uniform VLAN interfaces, routing table and L3 forwarding table, so the
Fabric is regarded as a single Layer 3 switch. Failure of one of the units will not
affect routing protocol and data forwarding.

DLA: Users can aggregate multiple ports of several different units in a Fabric into a
group, for centralized management within the Fabric. Trans-unit link aggregation
can bring convenient aggregation setting and effectively reduce single point faults.

1.2.3 Typical Networking Topology

Typical XRN networking topology is as shown in the following figure. Switches of the
same types (that is, units) form a Fabric. As a core switch, the Fabric can be
downlinked to workgroup switches through several aggregation links, and uplinked to

the server group also through several aggregation links.
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Figure 1-1 Networking topology with XRN

1.3 Function Features

Table 1-1 Function features

Features Description
Supports VLAN compliant with IEEE 802.1Q Standard
VLAN Supports port-based VLAN

Supports voice VLAN

STP protocol

Supports Spanning Tree Protocol (STP) / Rapid Spanning Tree
Protocol (RSTP), compliant with |IEEE 802.1D/IEEE802.1w
Standard

Flow control

Supports IEEE 802.3 flow control (full-duplex)

Supports back-pressure based flow control (half-duplex)

Broadcast
Suppression

Supports Broadcast Suppression

Multicast

Supports Internet Group Management Protocol (IGMP) Snooping
Supports Internet Group Management Protocol (IGMP)

Supports Protocol-Independent Multicast-Dense Mode (PIM-DM)
Supports Protocol-Independent Multicast-Sparse Mode (PIM-SM)
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Features Description

Supports the static route
Supports Routing Information Protocol (RIP) V1/v2
Supports Open Shortest Path First (OSPF)

IP routing

Supports IP routing policy

Supports Dynamic Host Configuration Protocol (DHCP) Relay
Supports DHCP Client

DHCP

Link

aggregation Supports link aggregation

Supports the mirror based on the traffic classification
Mirror
Supports the port-based mirror

Supports Multi-level user management and password protect
Supports IEEE 802.1X authentication

Security Supports Centralized MAC address authentication
features Supports Secure Shell (SSH)

Supports packet filtering

Supports port isolation

Supports traffic classification
Supports packet redirection
Supports bandwidth control
Supports priority

Quality of
Service (QoS) | Supports queues of different priority on the port

Queue scheduling: supports Strict Priority Queuing (SP) and
Weighted Round Robin (WRR)

Supports time range

Supports QoS profile management
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Features

Description

Management
and
Maintenance

Supports command line interface configuration
Supports configuration via Console port

Supports remote configuration via Telnet or SSH
Supports configuration through dialing the Modem

Supports SNMP management (Supports Quidview NMS and
RMON MIB Group 1, 2, 3 and 9)

Supports Quidview NMS

Supports Web-based network management
Supports system log

Supports level alarms

Supports output of the debugging information

Supports PING, Traceroute and multicast traceroute

Loading and
update

Supports to load and upgrade software via XModem protocol

Supports to load and upgrade software via File Transfer Protocol
(FTP) and Trivial File Transfer Protocol (TFTP)
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Chapter 2 Logging in Ethernet Switch

2.1 Setting up Configuration Environment via the Console
Port

Step 1: As shown in the figure below, to set up the local configuration environment,
connect the serial port of a PC (or a terminal) to the Console port of the Ethernet switch
with the Console cable.

RS-232 Serial port

Console port

Console cable

Figure 2-1 Setting up the local configuration environment via the Console port

Step 2: Run terminal emulator (such as Terminal on Windows 3X or the Hyper Terminal
on Windows 9X) on the Computer. Set the terminal communication parameters as
follows: Set the baud rate to 9600, databit to 8, parity check to none, stopbit to 1, flow
control to none and select the terminal type as VT100.

Connection Description E

B | .
I@‘ Mew Connection

Enter a name and chooze an icon for the connection;

Mame:
| COMMT]

|zon:

ak. I Cancel |

Figure 2-2 Setting up new connection
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Connect To

Enter detailz for the phone number that pou vwant to diak;

Country code: IUnited States [1] ﬂ

Area code; ID

Phone number: I

Connect using: AR

| Ok I Cancel

Figure 2-3 Configuring the port for connection

COM1 Properties |

Port Settings |

Bits per second:

Data bits: IE j
Parity: IN.:.ne j
Stop bits: |1 j

L]

Flow contral: INune

Advanced... | Restore Defaults |
0F. | Cancel | Apply |

Figure 2-4 Setting communication parameters

Step 3: The Ethernet switch is powered on. Display self-test information of the Ethernet
switch and prompt you to press Enter to show the command line prompt such as
<Quidway>.
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Step 4: Input a command to configure the Ethernet switch or view the operation state.
Input a “?” for an immediate help. For details of specific commands, refer to the
following chapters.

2.2 Setting up Configuration Environment through Telnet

2.2.1 Connecting a PC to the Ethernet Switch through Telnet

After you have correctly configured IP address of a VLAN interface for an Ethernet
Switch via Console port (using ip address command in VLAN interface view), and
added the port (that connects to a terminal) to this VLAN (using port command in VLAN
view), you can telnet this Ethernet switch and configure it.

Step 1: Authenticate the Telnet user via the Console port before the user logs in by
Telnet.

3 Note:

By default, the password is required for authenticating the Telnet user to log in the
Ethernet switch. If a user logs in via the Telnet without password, he will see the prompt
“Login password has not been set !”.

<Quidway> system-view
[Quidway] user-interface vty 0
[Quidway-ui-vty0] set authentication password simple xxxx (XxxX is the preset login

password of Telnet user)

Step 2: To set up the configuration environment, connect the Ethernet port of the PC to
that of the Ethernet switch via the LAN.

Workstation

oo

Ethernet port
Ethernet

19 5

Sewer  Workstation PC ( for configuring the switch
via Telnet)

Figure 2-5 Setting up configuration environment through telnet
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Step 3: Run Telnet on the PC and input the IP address of the VLAN connected to the PC
port.

Run

Type the name of a pragram, folder, document, or [ntermet
resource, and YWindows will open it for you.

Oper: [telnet 202.38.160.92 [

()8 I Cancel | Browse... |

Figure 2-6 Running Telnet

Step 4: The terminal displays “Login authentication” and prompts the user to input the
logon password. After you input the correct password, it displays the command line
prompt (such as <Quidway>). If the prompt “All user interfaces are used, please try
later!” appears, it indicates that too many users are connected to the switch through the
Telnet at this moment. In this case, please reconnect later. At most 5 Telnet users are
allowed to log on to the Quidway series Ethernet Switches simultaneously.

Step 5: Use the corresponding commands to configure the Ethernet switch or to
monitor the running state. Enter “?” to get the immediate help. For details of specific
commands, refer to the following chapters.

O Note:

e When configuring the Ethernet switch via Telnet, do not modify the IP address of it
unless necessary, for the modification might cut the Telnet connection.

e By default, when a Telnet user passes the password authentication to log on to the
switch, he can access the commands at Level 0.

2.2.2 Telneting an Ethernet Switch through another Ethernet Switch

After a user has logged into a switch, he or she can configure another switch through
the switch via Telnet. The local switch serves as Telnet client and the peer switch
serves as Telnet server. If the ports connecting these two switches are in a same local
network, their IP addresses must be configured in the same network segment.
Otherwise, the two switches must establish a route that can reach each other.

As shown in the figure below, after you telnet to an Ethernet switch, you can run telnet
command to log in and configure another Ethernet switch.
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O - & 5

PC Telnet Client Telnet Server

Figure 2-7 Providing Telnet Client service

Step 1: Authenticate the Telnet user via the Console port on the Telnet Server (Ethernet
switch) before login.

O Note:

By default, the password is required for authenticating the Telnet user to log in the
Ethernet switch. If a user logs in via the Telnet without password, he will see an error
prompt.

<Quidway> system-view
[Quidway] user-interface vty 0
[Quidway-ui-vty0] set authentication password simple xxxx (XxxX is the preset login

password of Telnet user)

Step 2: The user logs in the Telnet Client (Ethernet switch). For the login process, refer
to the section describing “Connecting a PC to the Ethernet Switch through Telnet”.

Step 3: Perform the following operations on the Telnet Client:

<Quidway> telnet xxxx (Xxxx can be the hostname or IP address of the Telnet Server. If it is the
hostname, you need to use the ip host command to specify.)

Step 4: Enter the preset login password and you will see the prompt such <Quidway>. If
the prompt “All user interfaces are used, please try later!” appears, it indicates that too

many users are connected to the switch through the Telnet at this moment. In this case,
please connect later.

Step 5: Use the corresponding commands to configure the Ethernet switch or view it
running state. Enter “?” to get the immediate help. For details of specific commands,
refer to the following chapters.

2.3 Setting up Configuration Environment through a Dial-up
the Modem

Step 1: Authenticate the Modem user via the Console port of the Ethernet switch before
he logs in the switch through a dial-up Modem.

Huawei Technologies Proprietary
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O Note:

By default, the password is required for authenticating the Modem user to log in the
Ethernet switch. If a user logs in via the Modem without password, he will see the
prompt “Login password has not been set !”.

<Quidway> system-view
[Quidway] user-interface aux 0
[Quidway-ui-aux0] set authentication password simple xxxx (XxxX is the preset login

password of the Modem user.)

Step 2: Perform the following configurations on the Modem that is directly connected to
the Ethernet switch. (You are not required to configure the Modem connected to the

terminal.)

AT&F —mmmmmmm e mmm e m—m - Reset Modem factory settings

ATS0=1 = -=-----mmmmmm i mmm—— - — - Set auto response (ring once)

AT&D —mmmmmmmmmm—m——— - - - Ignore DTR signal

AT&KO - -=--=-=-—-=-———=-—————-———--~—- Disable flow control

AT&R1 =  —---m-mmmmmmm—m- - - Ignore RTS signal

AT&S0O ——=--=-=-—=-————-———————--—- Force DSR to be high-level

ATEQL&W  -----=----------  ———-—--- Bar the modem to send command response

or execution result and save the configurations

After the configuration, key in the AT&V command to verify the Modem settings.

Note:

e The Modem configuration commands and outputs may be different according to
different Modems. For details, refer to the User Manual of the Modem.

e |tis recommended that the transmission rate on the Console port must lower than
that of Modem, otherwise packets may be lost.

Step 3: As shown in the figure below, to set up the remote configuration environment,
connect the Modems to a PC (or a terminal) serial port and the Ethernet switch Console
port respectively.

Huawei Technologies Proprietary
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Modem serial port line

Telephone line

s=oo] Modem

=g

Console port Remote tel:
1234567

Figure 2-8 Setting up remote configuration environment

Step 4: Dial for connection to the switch, using the terminal emulator and Modem on the
remote end. The number dialed shall be the telephone number of the Modem
connected to the Ethernet switch. See the two figures below.

Connect To 7]

< " RemoteChg

Enter detailz for the phone nurber that pou want b dial:

Country code: |United States (1) j

Area code: IO

Phone number: I 1234567

Connect using; |F€ockwel|33.6 DPF External PnP j

| ] I Cancel |

Figure 2-9 Setting the dialed number
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Connect |

= % RemoteClg

Phone number: 1234567 M edify... |

Your location: IEngineerimg Dept| j Dialing Froperties... |

Calling card: Mane [Direct Dial]

| [Dvial I Cancel |

Figure 2-10 Dialing on the remote PC

Step 5: Enter the preset login password on the remote terminal emulator and wait for
the prompt such as <Quidway>. Then you can configure and manage the Ethernet
switch. Enter “?” to get the immediate help. For details of specific commands, refer to
the following chapters.

[ Note:

By default, when a Modem user logs in, he can access the commands at Level 0.
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Chapter 3 Command Line Interface

3.1 Command Line Interface

Quidway series Ethernet Switches provide a series of configuration commands and

command line interfaces for configuring and managing the Ethernet switch. The

command line interface has the following characteristics:

Local configuration via the Console port.

Local or remote configuration via Telnet or SSH.

Remote configuration through a dial-up Modem to log in the Ethernet switch.
Hierarchy command protection to avoid the unauthorized users accessing
Ethernet switch.

Enter a “?” to get immediate online help.

Provide network testing commands, such as Tracert and Ping, to fast troubleshoot
the network.

Provide various detailed debugging information to help with network
troubleshooting.

Log in and manage other Ethernet switch directly, using the Telnet command.
Provide FTP service for the users to upload and download files.

Provide the function similar to Doskey to execute a history command.

The command line interpreter searches for target not fully matching the keywords.
It is ok for you to key in the whole keyword or part of it, as long as it is unique and
not ambiguous.

3.2 Command Line View

Quidway series Ethernet Switches provide hierarchy protection for the command lines

to avoid unauthorized user accessing illegally.

Commands are classified into four levels, namely visit level, monitoring level, system

level and management level. They are introduced as follows:

Visit level: Commands of this level involve command of network diagnosis tool
(such as ping and tracert), command of switch between different language
environments of user interface (language-mode) and telnet command etc. The
operation of saving configuration file is not allowed on this level of commands.
Monitoring level: Commands of this level, including the display command and the
debugging command, are used to system maintenance, service fault diagnosis,
etc. The operation of saving configuration file is not allowed on this level of
commands.

Huawei Technologies Proprietary
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e System level: Service configuration commands, including routing command and
commands on each network layer, are used to provide direct network service to
the user.

e Management level: They are commands that influence basis operation of the
system and system support module, which plays a support role on service.
Commands of this level involve file system commands, FTP commands, TFTP
commands, XModem downloading commands, user management commands,
and level setting commands.

At the same time, login users are classified into four levels that correspond to the four
command levels respectively. After users of different levels log in, they can only use
commands at the levels that are equal to or lower than its own level.

In order to prevent unauthorized users from illegal intrusion, user will be identified when
switching from a lower level to a higher level with super [ level ] command. User ID
authentication is performed when users at lower level switch to users at higher level. In
other words, user password of the higher level is needed (Suppose the user has set the
super password [ level level ] { simple | cipher } password.) For the sake of
confidentiality, on the screen the user cannot see the password that he entered. Only
when correct password is input for three times, can the user switch to the higher level.
Otherwise, the original user level will remain unchanged.

Different command views are implemented according to different requirements. They
are related to one another. For example, after logging in the Ethernet switch, you will
enter user view, in which you can only use some basic functions such as displaying the
running state and statistics information. In user view, key in system-view to enter
system view, in which you can key in different configuration commands and enter the
corresponding views.

The command line provides the following views:

e  Userview

e  System view

e  Ethernet Port view

e VLAN view

e VLAN interface view
e Local-user view

e  User interface view
e FTP Client view

e RSA public key view
e RSA key code view
e PIM view

e RIP view

e OSPF view

e  OSPF area view
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e Route policy view

e Basic ACL view

e Advanced ACL view

e Layer-2 ACL view

e User-defined ACL view
e QoS profile view

e RADIUS scheme view
e ISP domain view

The following table describes the function features of different views and the ways to

enter or quit.

Table 3-1 Function feature of command view

Co\r/r;(ranv\r;md Function Prompt Con;rg;r:d to Command to exit
Show the
pasm . Enter right after . .
. information . ; quit disconnects
User view <Quidway> | connecting the :
about switch to the switch
operation and
statistics
Svstem Configure Key in | quit or return
vi)t;w system [Quidway] system-view in | returns to user
parameters user view view
GigabitEthernet
Cont Q port view quit returns to
onfigure [Quidway- o system view
Ethr?rrjet Ethernet port | GigabitEthe | Key in interface
OntVIEW | harameters met1/0/1] | gigabitethernet | return returns to
1/0/1 in system | user view
view
quit returns to
Configure - : - . | system view
VLAN view | VLAN I[Qu1|dway \Y Keyt in vl_an 11in
parameters ani] System view return returns to
user view
Configure IP .
interface . o quit returns to
VLAN arameters [Quidway-V | Key in interface | system view
interface ?or a VLAN or lan-interfac | vlan-interface 1
view VLAN | €1 in system view | return returns to
a _ user view
aggregation
_ Key in | quit returns to
Local-user g?;gpgureuser [Quidway-l | local-user system view
view parameters user-user1] u§er1 in system | \aturn returns to
view user view
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Command

Command to

i Function Prompt B Command to exit
quit returns to
User Configure . _ Key in | system view
interface user interface i[g}wdway Y | user-interface
view parameters 0 in system view | return returns to
user view
FTP Client Configure Key inftp inuser | quit returns to
: FTP Client | [ftp] . .
view parameters view system view
Configure . Key in rsa .
RSA public | RSA  public | [QUdWaY-T | [0 ublicke | PEer-public-key
; sa-public-k . . | end returns to
key view key of SSH eyl y quidway003 in svstem view
user y system view ¥
. . Key in | public-key-code
RSA key Ed't. RSA | [Quidway-r public-key-cod | end returns to
. public key of | sa-key-cod i .
code view e begin in RSA | RSA public key
SSH user e] . . .
public key view | view
quit returns to
Configure - i o | system view
PIM view PIM Eﬁwdway—P Keyt in pim in
parameters ] system view return returns to
user view
quit returns to
RIPview | Configure RIP | [Quidway-ri | Key in rip in system view
parameters p] system view return returns to
user view
quit returns to
Configure - 5 - .| system view
OSPF view | OSPF [Q]‘j'f""ayo Keyt in ospf in
parameters spf-1] System view return returns to
user view
_ . quit returns to
OSPF area ggrgg’“re [Quidway-o Key in area 1 in | OSPF view
. area | spf-1-area- OSPF vi
view parameters 0.0.0.1] view return returns to
user view
Key in | quit returns to
Configure . ) route-policy system view
Rgliuc:eview route  policy LQutgdWoa;?é r] policyl permit
policy parameters POICY] | node 10  in | return returns to
system view user view
Define the quit returns to
: rule of basic | [Quidway-a | Key in  acl | system view
323\'/0 ACL ACL (in the | cl- number 2000 in
range of 2000 | basic-2000] | system view return returns to
to 2999) user view
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Co\rz(renv\?nd Function Prompt Con;rr?;l:d to Command to exit
Define the .
quit returns to
rule of . . ;
Advanced | advanced [Quidway-a | Key ~in acl | system view
ACLview |ACL (in the cl-adv-3000 | number 3000 in
£ 3000 ] system view return returns to
tr(a)rg%%g) user view
Define  the _ _ quit returns to
Layer-2 rule of _Iayer-2 [Quidway-a | Key in ag:l system view
AGL view ACL (in the | cl-ethernetf | number 4000 in
range of 4000 | rame-4000] | system view return returns to
to 4999) user view
Define the )
. rule of _ _ quit returns to
User-defin user-defined [Quidway-a | Key in  acl | system view
ed ACL ACL (in the cl-user-500 | number 5000 in
view f 5000 0] system view return returns to
trgns%%g) user view
quit returns to
- - [Quidway-q | Key in | system view
QOS profile Def]lrlme QoS os-profile-h | qos-profile h3c
view protile 3] in system view | return returns to
user view
_ . _ quit returns to
RADIUS Cor_1f|gure [Quidway-r Key in radlu_s system view
scheme radius adius-1] scheme 1 in
view parameters system view return returns to
user view
quit returns to
ISP Configure ISP . .« | Key in domain | system view
domain domain [Q;'égv‘foﬁ]s 123.com in
view parameters P ' system view return returns to
user view

3.3 Features and Functions of Command Line

3.3.1 Online Help of Command Line

The command line interface provides the following online help modes.

e Full help

e  Partial help

You can get the help information through these online help commands, which are

described as follows.

1) Input “?” in any view to get all the commands in it and corresponding descriptions.
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<Quidways> ?

User view commands:

boot Set boot option

cd Change current directory

clock Specify the system clock

copy Copy from one file to another
debugging Enable system debugging functions
delete Delete a file

dir List files on a file system
display Display current system information
<Omitteds>

2) Input a command with a “?” separated by a space. If this position is for keywords,
all the keywords and the corresponding brief descriptions will be listed.
<Quidway> language-mode °?
chinese Chinese environment
english English environment
3) Inputacommand with a “?” separated by a space. If this position is for parameters,
all the parameters and their brief descriptions will be listed.
[Quidway] interface vlan ?
<1-4094> VLAN interface number
[Quidway] interface vlan 1 ?

<Cr>

<cr> indicates no parameter in this position. The next command line repeats the
command, you can press <Enter> to execute it directly.

4) Input a character string with a “?”, then all the commands with this character string
as their initials will be listed.

<Quidway>pi?

ping

5) Input a command with a character string and “?”, then all the key words with this
character string as their initials in the command will be listed.

<Quidway> display ver?

version

6) Input the first letters of a keyword of a command and press <Tab> key. If no other
keywords are headed by this letters, then this unique keyword will be displayed
automatically.

7) To switch to the Chinese display for the above information, perform the
language-mode command.

3.3.2 Displaying Characteristics of Command Line

Command line interface provides the following display characteristics:
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e For users’ convenience, the instruction and help information can be displayed in
both English and Chinese.

e For the information to be displayed exceeding one screen, pausing function is
provided. In this case, users can have three choices, as shown in the table below.

Table 3-2 Functions of displaying

Key or Command Function

Press <Ctrl+C> when the display

pauses Stop displaying and executing command.

Continue to display the next screen of

Enter a space when the display pauses information.

Press <Enter> when the display | Continue to display the next line of
pauses information.

3.3.3 History Command of Command Line

Command line interface provides the function similar to that of DosKey. The commands
entered by users can be automatically saved by the command line interface and you
can invoke and execute them at any time later. History command buffer is defaulted as
10. That is, the command line interface can store 10 history commands for each user.
The operations are shown in the table below.

Table 3-3 Retrieving history command

Operation Key Result
Display history | display Display valid history commands
command history-command you have used
Rf;\?iz\:g histg]re Up cursor key <1> or | Retrieve the previous history
P y <Ctrl+P> command, if there is any.
command

Retrieve the next | Down cursor key <|> | Retrieve the next history
history command or <Ctrl+N> command, if there is any.

O Note:

Cursor keys can be used to retrieve the history commands in Windows 3.X Terminal
and Telnet. However, in Windows 9X HyperTerminal, the cursor keys 1 and | do not
work, because Windows 9X HyperTerminal defines the two keys differently. In this case,
use the combination keys <Ctrl+P> and <Ctrl+N> instead for the same purpose.
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3.3.4 Common Command Line Error Messages

All the input commands by users can be correctly executed, if they have passed the
grammar check. Otherwise, error messages will be reported to users. The common
error messages are listed in the following table.

Table 3-4 Common command line error messages

Error messages Causes

Cannot find the command.

Cannot find the keyword.

Unrecognized command
Wrong parameter type.

The value of the parameter exceeds the range.

Incomplete command The input command is incomplete.
Too many parameters Enter too many parameters.
Ambiguous command The parameters entered are not specific.

3.3.5 Editing Characteristics of Command Line

Command line interface provides the basic command editing function and supports to
edit multiple lines. A command cannot longer than 256 characters. See the table below.

Table 3-5 Editing functions

Key Function

Insert from the cursor position and the cursor moves to the

Common keys right, if the edition buffer still has free space.

Delete the character preceding the cursor and the cursor

Backspace moves backward.

Leftwards cursor key

<> or <Ctrl+B> Move the cursor a character backward

Rightwards cursor key

Move the cursor a character forward
<—> or <Ctrl+F>

Up cursor key <1> or
<Ctrl+P>

Retrieve the history command.
Down cursor key <|>
or <Ctrl+N>
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Press <Tab> after typing the incomplete key word and the
system will execute the partial help: If the key word
matching the typed one is unique, the system will replace
the typed one with the complete key word and display it in
a new line; if there is not a matched key word or the
matched key word is not unique, the system will do no
modification but display the originally typed word in a new
line.

<Tab>
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Chapter 4 User Interface Configuration

4.1 User Interface Overview

User interface configuration is another way provided by the Ethernet switch to
configure and manage the port data.
S5600 Series Switches support the following configuration methods:

e Local configuration via the Console port
e Local and remote configuration through Telnet or SSH on Ethernet port
e Remote configuration through dial with modem via the Console port.

According to the above-mentioned configuration methods, there are two types of user
interfaces:

e AUX user interface

AUX user interface is used to log in the Ethernet switch via the Console port. A fabric
can have up to eight AUX user interfaces.

e VTY user interface

VTY user interface is used to telnet the Ethernet switch. An Ethernet switch can have
up to five VTY user interface.

Note:

For Quidway series Ethernet Switches, AUX port and Console port are the same one.
There is only the type of AUX user interface.

User interface is numbered in the following two ways: absolute number and relative
number.

1) Absolute number, following the rules below.

e AUX user interface is numbered as the first interface. The number ranges from 0
to7.

e VTYis numbered after AUX user interface. The absolute number of the first VTY is
incremented by 1 than the AUX user interface number. The number ranges from 8
to 12.

2) Relative number, represented by “+ number” assigned to each type of user
interface. It follows the rules below:
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e  Number of AUX user interface: The first AUX interface is designated as AUX 0, the
second one is designated as AUX 1, and so on. The number ranges from 0 to 7.

e Number of VTY: The first VTY interface is designated as VTY 0, the second one is
designated as VTY 1, and so on. The number ranges from 0 to 4.

4.2 User Interface Configuration

User interface configuration includes:

e Entering user interface view

e  Configuring the user interface-supported protocol
e  Configuring the attributes of AUX (Console) port
e  Configuring the terminal attributes

e Managing users

e  Configuring redirection

4.2.1 Entering User Interface View

The following command is used for entering a user interface view. You can enter a
single user interface view or multi user interface view to configure one or more user
interfaces respectively.

Perform the following configuration in system view.

Table 4-1 Entering user interface view

Operation Command

Enter a single user interface view or multi | user-interface [ type ] first-number
user interface views [ last-number ]

4.2.2 Configuring the User Interface-Supported Protocol

The following command is used for setting the supported protocol by the current user
interface. You can log in switch only through the supported protocol. The configuration
becomes effective when you log in again.

Perform the following configurations in user interface (VTY user interface only) view.

Table 4-2 Configuring the user interface-supported protocol

Operation Command

Configure the wuser interface-supported | protocol inbound { all | ssh |
protocol telnet }
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By default, the user interface supports Telnet and SSH protocols.

A Caution:

e If Telnet protocol is specified, to ensure a successful login via the Telnet, you must
configure the password by default.

e If SSH protocol is specified, to ensure a successful login, you must configure the
local or remote authentication of username and password using the
authentication-mode scheme command. The protocol inbound ssh
configuration fails if you configure authentication-mode password and
authentication-mode none. When you configure SSH protocol successfully for the
user interface, then you cannot configure authentication-mode password and
authentication-mode none any more.

4.2.3 Configuring the Attributes of AUX (Console) Port

The following commands can be used for configuring the attributes of the AUX
(Console) port, including speed, parity, stop bit and data bit.

Perform the following configurations in user interface (AUX user interface only) view.

I. Configuring the transmission speed on AUX (Console) port

Table 4-3 Configuring the transmission speed on AUX (Console) port

Operation Command

Configure the transmission speed on AUX (Console) port | speed speed-value

Restore the default transmission speed on AUX (Console)

port undo speed

By default, the transmission speed on AUX (Console) port is 9600bps.

Il. Configuring parity on the AUX (Console) port

Table 4-4 Configuring parity on the AUX (Console) port

Operation Command

Configure parity mode on the AUX

(Console) port parity { even | mark | none | odd | space }
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Restore the default parity mode undo parity

By default, the parity on the AUX (Console) port is none, that is, no parity bit.

Ill. Configuring the stop bit of AUX (Console) port

Table 4-5 Configuring the stop bit of AUX (Console) port

Operation Command
Configure the stop bit of AUX (Console) port stopbits {1152}
Restore the default stop bit of AUX (Console) port undo stopbits

By default, AUX (Console) port supports 1 stop bit.

IV. Configuring the data bit of AUX (Console) port

Table 4-6 Configuring the data bit of AUX (Console) port

Operation Command
Configure the data bit of AUX (Console) port databits { 7|8}
Restore the default data bit of AUX (Console) port undo databits

By default, AUX (Console) port supports 8 data bits.
4.2.4 Configuring the Terminal Attributes

The following commands can be used for configuring the terminal attributes, including
enabling/disabling terminal service, disconnection upon timeout, lockable user
interface, configuring terminal screen length and history command buffer size.

Perform the following configuration in user interface view. Perform lock command in
user view.

I. Enabling/disabling terminal service

After the terminal service is disabled on a user interface, you cannot log in to the
Ethernet switch through the user interface. However, the user logged in through the
user interface before disabling the terminal service can continue his operation. After
such user logs out, he cannot log in again. In this case, a user can log in to the switch
through the user interface only when the terminal service is enabled again.
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Table 4-7 Enabling/disabling terminal service

Operation Command
Enable terminal service shell
Disable terminal service undo shell

By default, terminal service is enabled on all the user interfaces.

Note the following points:

e  For the sake of security, the undo shell command can only be used on the user
interfaces other than AUX user interface.

e You cannot use this command on the user interface via which you log in.

e You will be asked to confirm before using undo shell on any legal user interface.

Il. Configuring idle-timeout

Table 4-8 Configuring idle-timeout

Operation Command
Configure idle-timeout idle-timeout minutes [ seconds ]
Restore the default idle-timeout undo idle-timeout

By default, idle-timeout is enabled and set to 10 minutes on all the user interfaces. That
is, the user interface will be disconnected automatically after 10 minutes without any
operation.

idle-timeout 0 means disabling idle-timeout.
Ill. Locking the user interface

This configuration is to lock the current user interface and prompt the user to enter the
password. This makes it impossible for others to operate in the interface after the user
leaves.

Table 4-9 Locking the user interface

Operation Command

Lock user interface lock
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IV. Setting the screen length

If a command displays more than one screen of information, you can use the following
command to set how many lines to be displayed in a screen, so that the information can
be separated in different screens and you can view it more conveniently.

Table 4-10 Setting the screen length

Operation Command

Set the screen length screen-length screen-length

Restore the default screen length | undo screen-length

By default, the terminal screen length is 24 lines.

screen-length 0 indicates to disable screen display separation function.

V. Setting the history command buffer size

Table 4-11 Setting the history command buffer size

Operation Command

Set the history command buffer size history-command max-size value

Restore the default history command

. undo history-command max-size
buffer size

By default, the size of the history command buffer is 10, that is, 10 history commands
can be saved.

4.2.5 Managing Users

The management of users includes the setting of user logon authentication method,
level of command which a user can use after logging on, level of command which a
user can use after logging on from the specifically user interface, and command level.

I. Configuring the authentication method

The following command is used for configuring the user login authentication method to
deny the access of an unauthorized user.

Perform the following configuration in user interface view.
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Table 4-12 Configuring the authentication method

Operation Command

Configure the authentication

method authentication-mode { password | scheme }

Configure no authentication authentication-mode none

By default, terminal authentication is not required for users log in via the Console port,
whereas the password is required for authenticating the Modem and Telnet users when
they log in.

1) Perform local password authentication to the user interface

Using authentication-mode password command, you can perform local password
authentication. That is, you need use the command below to configure a login
password in order to login successfully.

Perform the following configuration in user interface view.

Table 4-13 Configuring the local authentication password

Operation Command

Configure the local authentication | set authentication password { cipher |
password simple }password

Remove the local authentication

password undo set authentication password

# Configure for password authentication when a user logs in through a VTY 0 user

interface and set the password to hello.

[Quidway] user-interface vty 0

[Quidway-ui-vty0] authentication-mode password

[Quidway-ui-vty0] set authentication password simple hello

2) Perform local or remote authentication of username and password to the user
interface

Using authentication-mode scheme command, you can perform local or remote
authentication of username and password. The type of the authentication depends on
your configuration. For detailed information, see “Security” operation and command
manuals of S5600 Series Ethernet Switches.

In the following example, local username and password authentication are configured.

# Perform username and password authentication when a user logs in through VTY 0
user interface and set the username and password to zbr and hello respectively.

[Quidway-ui-vty0] authentication-mode scheme
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[Quidway-ui-vty0] quit

[Quidway] local-user zbr
[Quidway-luser-zbr] password simple hello
[Quidway-luser-zbr] service-type telnet

3) No authentication

[Quidway-ui-vty0] authentication-mode none

O Note:

By default, the password is required for authenticating the Modem and Telnet users
when they log in. If the password has not been set, when a user logs in, he will see the
prompt “Login password has not been set !”.

If the authentication-mode none command is used, the Modem and Telnet users will

not be required to input password.

Il. Setting the command level used after a user logging in

The following command is used for setting the command level used after a user logging
in.

Perform the following configuration in local-user view.

Table 4-14 Setting the command level used after a user logging in

Operation Command

Set command level used after a | service-type { ftp | lan-access | { ssh | telnet |
user logging in terminal }* [ level level ]}

Restore the default command | undo service-type { ftp | lan-access | { ssh |
level used after a user logging in | telnet | terminal }* }

By default, the specified logon user can access the commands at Level 0.
Ill. Setting the command level used after a user logs in from a user interface

You can use the following command to set the command level after a user logs in from
a specific user interface, so that a user is able to execute the commands at such

command level.

Perform the following configuration in user interface view.
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Table 4-15 Setting the command level used after a user logging in from a user
interface

Operation Command

Set command level used after a user logging

; . user privilege level level
in from a user interface P 9

Restore the default command level used

o : undo user privilege level
after a user logging in from a user interface

By default, a user can access the commands at Level 3 after logging in through the
AUX user interface, and the commands at Level 0 after logging in through the VTY user
interface.

Note that when a user logs in the switch, the command level that can be accessed
depends on the combination of the command 0, command 1, and command 2. See the
following for details:

e Command 0: authentication-mode { password | scheme | none }

e Command 1: user privilege level level

e Command 2: service-type { ftp | lan-access | { ssh | telnet | terminal }* [ level
level ]}

Table 4-16 Priorities of commands can be accessed by a login user

Prerequisites Priority of
command can
User . be accessed
authentication US?r |ng Command configuration by a login
mode e user
authentication- | Command 1 is not configured Level 3
d AUX login

moge hone (no user Depending on

authentication); Command 1 is configured command 1

authentication- - )

mode password VTY login Command 1 is not configured Level 0

(local password ;

authentication) user Command 1 is configured (I:D:rg(rer?;rlmg% on

authentication- | AUX login AUX user

H]:gre nai:::eanrlg {Jﬁre\; I:gnig Both command 1 and 2 are not | (level 0)

configured

password user g VTY user (level

authentication for | (AAA/RAD 0)

local ~or remote lUtSh ticat Command 1 is not configured, | Depending on

user) authenticat 1 put command 2 is configured. command 2
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ion) AUX user
Command 1 is configured, but | (I€ve!0)
command 2 is not configured. VTY user (level

0)

Both command 1 and 2 are | Depending on
configured command 2
Both command 1 and 2 are not
configured.

VTY login : : level 0

user (RSA Command 1 is not configured,

authenticat | Put command 2 is configured.

ic:cn moge Command 1 is configured, but

gSH) the | command 2 is not configured. Depending on
Both command 1 and 2 are | command 1
configured.
Both command 1 and 2 are not level 0

VTY login | configured.

user . i .

(password Command 1 is not configured, | Depending on

authenticat | Put command 2 is configured. command 2

ion mode ; :
Command 1 is configured, but

of the S.SH command 2 is not configured. level 0

authenticat

ion) Both command 1 and 2 are | Depending on

configured.

command 2

IV. Setting the command priority

The following command is used for setting the priority of a specified command in a

certain view. The command levels include visit, monitoring, system, and management,

which are identified with 0 through 3 respectively. An administrator assigns authorities

as per user requirements.

Perform the following configuration in system view.

Table 4-17 Setting the command priority

Operation

Command

priority in
specified view.

Set the command

command-privilege level level view view command

specified view.

Restore the default
command level in a

undo command-privilege view view command
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O Note:

Please do not change the command level at will for it may cause inconvenience of
maintenance and operation.

4.2.6 Configuring Redirection

|. send command

The following command can be used for sending messages between user interfaces.

Perform the following configuration in user view.

Table 4-18 Configuring to send messages between different user interfaces.

Operation Command

Configuring to send messages between different | send { all | number | type
user interfaces. number }

Il. auto-execute command

The following command is used to automatically run a command after you log in. After a
command is configured to be run automatically, it will be automatically executed when
you log in again.

This command is usually used to automatically execute telnet command on the
terminal, which will connect the user to a designated device automatically.

Perform the following configuration in user interface view.

Table 4-19 Configuring to automatically run the command

Operation Command

Configure to automatically run the

auto-execute command text
command

Configure not to automatically run

undo auto-execute command
the command

Note the following points:

e After executing this command, the user interface can no longer be used to carry
out the routine configurations for the local system. Use this command with caution.
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e  Make sure that you will be able to log in the system in some other way and cancel

the configuration, before you use the auto-execute command command and
save the configuration.

# Telnet 10.110.100.1 after the user logs in through VTYO0 automatically.

[Quidway-ui-vty0] auto-execute command telnet 10.110.100.1

When a user logs on via VTY 0, the system will run telnet 10.110.100.1 automatically.

4.3 Displaying and Debugging User Interface

After the above configuration, execute display command in any view to display the
running of the user interface configuration, and to verify the effect of the configuration.

Execute free command in user view to clear a specified user interface.

Table 4-20 Displaying and debugging user interface

Operation Command

Clear a specified user interface

free user-interface [ type ] number

Display the user application information
of the user interface

display users [all ]

Display the physical attributes and some
configurations of the user interface

display user-interface [ type number |
number ] [ summary ]
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