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Chapter 1 New Port Features

1.1 Ethernet Port

S5600 Series Ethernet Switches support the following types of Ethernet ports:

e 10/100/1000Base-TX Ethernet port: Except the Combo port, this type of ports are
MDI/MDI-X autosensing and can operate in half duplex, full duplex, or
autonegotiation mode. That is, they can automatically negotiate the most
appropriate rate and operating mode with other network devices. This greatly
simplifies the configuration and management of the system.

O Note:

When a port of this type operates at 1000 Mbps, it does not support the half duplex
mode, and vise versa.

e 1000 Mbps SFP port: Ports of this type operate at 1000 Mbps in full duplex mode.
You can set their operating rate to auto (autosensing) as well as 1000 Mbps, and
their operating mode to auto (autonegotiation) as well as full (full duplex); but the
negotiation results between two devices are always 1000 Mbps and full duplex
mode.

e 10 Gbps optical port: Ports of this type operate at 10 Ghps in full duplex mode.
Their operating rate is fixed to 10,000 Mbps, and their operating mode is fixed to
full (full duplex).

1.2 Port Security Features
1.2.1 Introduction to Port Security

Port security is a security mechanism to control network access. It is an expansion of
the current 802.1x and MAC address authentication. This scheme controls the
incoming/outgoing packets on port by checking the MAC addresses contained in data
frames, and provides multiple security and authentication modes; this greatly improves
the security and manageability of the system.

The port security scheme provides the following features:

1) NTK: Need to Know feature. By way of checking the destination MAC addresses
of the data frames to be sent from a port, this feature ensures that only
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2)

3)

4)

successfully authenticated devices can obtain data frames from the port so as to
prevent illegal devices from filching network data.

Intrusion Protection: By way of checking the source MAC addresses of the data
frames received on a port, this feature discovers illegal packets and takes
appropriate action (temporarily/permanently disabling the port, or filtering out the
packets with these MAC addresses) to guarantee the security on the port.

Device Tracking: This feature enables the switch to send trap messages in case
special data packets (generated by special actions such as illegal intrusion, and
abnormal user logon/logoff) pass through a port, thus helping the network
administrator monitor these special actions.

Binding of MAC and IP addresses to ports: This feature enables you to bind the
MAC and IP addresses of legal users to specific ports on the switch so that only
legal user's packets can pass through the corresponding ports, thus improving the
security of the system).

1.2.2 Configuring Port Security

Table 1-1 Configure port security

Operation Command Description

Enter system view | system-view —

sEgt?Lf)rlify port port-security enable Required

fSet an OUl value port-security OUlI OUl-value index .

or USer | & dex-value Optional

authentication

Enable the | POrt-security trap { addresslearned Optional

sending of | intrusion | dotlxlogon | | By default, the

Specified type(s) of dOth'OgOff | dotlxlogfallure | system disables the
ralmlogon | ralmlogoff | | sending of any types

trap messages

ralmlogfailure }* of trap messages.

number of MAC
addresses allowed
to access the port

port-security max-mac-count

count-value

Enter Ethernet | interface interface-type |

port view interface-number
Required

Set the security ; You can set different

ort-security port-mode mode

mode of the port P yp security mode
accordingly.

Set the maximum Optional

By default, there is no
limit on the number of
MAC addresses.
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Operation Command Description
Required
Set the_ packet port-security ntk-mode { ntkonly | | By default, no packet
transmission . o
ntk-withbroadcasts | | transmission mode of
mode of the NTK : . :
ntk-withmulticasts } the NTK feature is set
feature on the port
on the port.
Optional
If you use this
command in system
Bind the MAC and | am user-bind mac-addr gle::,iwy:uor?eed 0
IP addresses of a | mac-address ip-addr ip-address P port. _
legal user to a || interface interface-type | If you use this
specified port interface-number ] command in Ethernet
port view, the MAC
and IP addresses are
bound to the current
port.
Set the action port-security intrusion-mode Required
m?rizion of the { disableport | | By default, no action
. disableport-temporarily | | mode of the Intrusion
Protection feature Protection feature is
blockmac }
on the port set on the port.
Return to the .
. quit —
system view
Set the time during Optional
which the system | port-security timer disableport L
temporarily timer By default, this time
disables a port is 20 seconds
Dlsplay . . . : You can execute the
information about | display port-security [ interface | .. )
. ) ' display command in
port security | interface-list ] .
, . any view.
configuration
Note:

The time set by the port-security timer disableport timer command takes effect when
the disableport-temporarily mode is set by the port-security intrusion-mode
command.

To avoid confliction, the following limitation on the 802.1x and the MAC address
authentication will be taken after port security is enabled:

1) The access control mode (set by the dotlx port-control command) automatically
changes to auto.

2) The dotlx port-method command can be successfully executed only when no user
is on-line.
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3) The dotlx, dotlx port-method, dotlx port-control, and mac-authentication
commands cannot be used.

Note:

For detailed description of 802.1x authentication, refer to the security module of the
Quidway S5600 Series Ethernet Switches Operation Manual.

1.2.3 Port Security Configuration Example

I. Network requirements

e Enable port security on port GigabitEthernetl/0/1 of switch A, and set the
maximum number of the MAC addresses that are allowed to access the port to 80.

e  Set the packet transmission mode of the NTK feature on the port to ntkonly, and
the action mode of the Intrusion Protection feature on the port to disableport.

e Connect PC1 to the port through switch B.

e Bind the MAC and IP addresses of PCL1 to the port.

Il. Network diagram

Switch A Switch B
— GigabitEthernet1/0/1 40 —=

IP Address: 10.153.1.1
MAC Address: 00e0fc00-3900

Figure 1-1 Network diagram for port security configuration

Ill. Configuration procedure

Configure switch A as follows:

# Enter system view.

<Quidway> system-view

# Enable port security.

[Quidway] port-security enable

# Enter GigabitEthernet1/0/1 port view.

[Quidway] interface GigabitEthernetl/0/1

# Adopt MAC address authentication mode on the port.
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[Quidway-GigabitEthernet1/0/1] port-security port-mode mac-authentication
# Set the maximum number of MAC addresses allowed to access the port to 80.
[Quidway-GigabitEthernetl1l/0/1] port-security max-mac-count 80

# Set the packet transmission mode of the NTK feature on the port to ntkonly.
[Quidway-GigabitEthernetl/0/1] port-security ntk-mode ntkonly

# Set the action mode of the Intrusion Protection feature on the port to disableport.
[Quidway-GigabitEthernetl1/0/1] port-security intrusion-mode disableport
# Return to the system view.

[Quidway-GigabitEthernet1/0/1] quit

# Enable the sending of intrusion packet discovery trap messages.

[Quidway] port-security trap intrusion

# Bind the MAC and IP addresses of PC1 to GigabitEthernet1/0/1 port.

[Quidway] am user-bind mac-address 00e0-fc00-5600 ip-address 10.153.1.1

interface GigabitEthernetl/0/1

1.3 VCT Feature

You can start the virtual cable test (VCT) to make the system test the cable connected
to the current electrical Ethernet port, and the system will return the test results in five
seconds. The test items include: whether short or open circuit exists in the Rx/Tx
direction of the cable, and what is the length of the cable in normal status or the length
from the port to the fault point of the cable.

1.3.1 Configuring VCT

Table 1-2 Configure VCT

Operation Command Description
Enter system view system-view —
Enter Ethernet port view interface interface-type | __

interface-number

Start VCT to make the Required
system test the cable virtual-cable-test By default,
connected to the current this test is
electrical Ethernet port not started.
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1.3.2 VCT Configuration Example

I. Network requirements
Start VCT to make the system test the cable connected to the following port.
Il. Configuration procedure

# Enter system view.

<Quidway> system-view

# Enter GigabitEthernet1/0/1 port view.

[Quidway] interface GigabitEthernet 1/0/1

# Start VCT.

[Quidway-GigabitEthernet1l/0/1] virtual-cable-test
Cable status: abnormal (open), 7 metres

Pair Impedance mismatch: yes

Pair skew: 4294967294 ns

Pair swap: swap

Pair polarity: normal

Insertion loss: 7 db

Return loss: 7 db

Near-end crosstalk: 7 db

1.4 Global Broadcast Suppression Feature
1.4.1 Configuring Global Broadcast Suppression

You can use the following command to globally configure the size of the broadcast
traffic allowed to pass through each Ethernet port. Once the broadcast traffic exceeds
the threshold you configured, the system discards some broadcast packets to decrease
the ratio of the broadcast traffic into a reasonable range. This suppresses broadcast
storms and avoids network congestion to guarantee the normal operation of network
services.

Table 1-3 Configure global broadcast suppression

Operation Command Description
Enter system view system-view —
By default, the system
Globally configure the allows the broadcast
size of broadcast traffic | broadcast-suppression { ratio | traffic to occupy 100%
allowed to pass through | | pps max-pps } network  bandwidth.
each Ethernet port That is, it does not

limit broadcast traffic.
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O Note:

The broadcast suppression configured globally with the broadcast-suppression
command will take effect on all the Ethernet ports in a stack system.

1.4.2 Global Broadcast Suppression Configuration Example

I. Network requirements

Configure the global broadcast suppression ratio to 20. That is, allow 20% network
bandwidth to be occupied by broadcast traffic.

Il. Configuration procedure

# Enter system view.

<Quidway> system-view

# Configure the ratio of global broadcast suppression to 20.

[Quidway] broadcast-suppression 20

# Display the configuration result.

[Quidway] display current-configuration

interface GigabitEthernetl1/0/1
broadcast-suppression 20

#

interface GigabitEthernetl1/0/2
broadcast-suppression 20

#

interface GigabitEthernet1/0/3
broadcast-suppression 20

#

1.5 Displaying Port Configuration Information in Brief

This S5600 version has a new command, display brief interface for you to display the
port configuration information in brief, including the port type, link state, link rate, duplex
attribute, link type and default VLAN ID.
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Table 1-4 Display the port configuration information in brief

Operation Command Description
Display the port d_lsplay br_|ef interface You can execute the
: . [ interface-type [ interface-number]| | . .
configuration ; N display command in
information in brief interface-name ] [ | { begin |.|nclude any view
| exclude } regular-expression ] '

1.6 Displaying Information About a Specified Optical Port

You can use the display transceiver-information interface command to display the
following information about a specified optical port:

e Hardware type

e Interface type

e Wavelength

e Vender

e  Serial number

e  Transfer distance

Table 1-5 Display information about a specified optical port

Operation Command Description
Display information | display transceiver-information | You can execute the
about a specified | interface interface-type | display command in
optical port interface-number any view.
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Chapter 2 New Port Feature Commands

2.1 New Port Feature Commands

2.1.1 am user-bind

Syntax

View

Parameter

am user-bind mac-addr mac-address ip-addr ip-address [ interface interface-type
interface-number ]

undo am user-bind mac-addr mac-address ip-addr ip-address [ interface
interface-type interface-number |

System view, Ethernet port view

mac-address: MAC address to be bound.
ip-address: IP address to be bound.
interface-type: Type of the port to be bound to.

interface-number: Number of the port to be bound to.

Description

Use the am user-bind command to bind the MAC and IP addresses of a legal user to a
specified port.

Use the undo am user-bind command to cancel the binding.
After such a binding operation, only the legal user's packets can pass through the port.

e If you use this command in system view, you need to specify a port.
e If you use this command in Ethernet port view, the MAC and IP addresses are
bound to the current port, and you do not need to specify a port.

Note:

e You can bind up to 128 pairs of MAC and IP addresses on a unit.
e The system allows only one binding operation for the same MAC address.
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Example

# Bind the legal user whose MAC address is 00e0-fc00-5600 and IP address is
10.153.1.1 to GigabitEthernet1/0/2 port.

<Quidway> system-view
System View: return to User View with Ctrl+Z.
[Quidway] am user-bind mac-addr 00e0-fc00-5600 ip-addr 10.153.1.1 interface

GigabitEthernetl1/0/2

2.1.2 broadcast-suppression

Syntax

View

Parameter

broadcast-suppression { ratio | pps max-pps }

undo broadcast-suppression

System view

ratio: Percentage of the total network bandwidth, that is, the ratio of network bandwidth
allowed to be occupied by the broadcast traffic on each Ethernet port to the total
network bandwidth. This argument ranges from 1 to 100 (in increments of 1) and
defaults to 100. The smaller the value of this argument is, the smaller the
allowed-to-pass broadcast traffic is.

max-pps: Maximum number of broadcast packets allowed to pass through each
Ethernet port per second. This argument ranges from 1 to 262,143 in pps.

Description

Use the broadcast-suppression command to globally set the size of the broadcast
traffic allowed to pass through each Ethernet port.

Use the undo broadcast-suppression command to restore the default size.

After the broadcast traffic exceeds the threshold you set here, the system will discard
all the broadcast packets beyond the traffic limit to decrease the ratio of the broadcast
traffic into a reasonable range. This guarantees the normal operation of network
services.

By default, the system allows broadcast traffic to occupy 100% network bandwidth.
That is, it does not limit broadcast traffic.
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Example

O Note:

The broadcast suppression configured globally with the broadcast-suppression
command will take effect on all the Ethernet ports in a stack system.

# Globally set the maximum number of broadcast packets allowed to pass through
each Ethernet port per second to 1000.

<Quidway> system-view
System View: return to User View with Ctrl+Z.

[Quidway] broadcast-suppression pps 1000

2.1.3 display brief interface

Syntax

View

Parameter

display brief interface [ interface-type interface-number ] [ | { begin | include |
exclude } regular-expression ]

Any view

interface-type: Port type.
interface-number: Port number.

|: Uses regular expression to specify the details in the port configuration information
fields, so as to specify which port information entries will be displayed.

begin: There is a port information field beginning with the specified character (string).
include: There is a port information field containing the specified character (string).
exclude: There is no port information field containing the specified character (string).

regular-expression: Regular expression, a character string with 1 to 256 characters.

Description

Use the display brief interface command to display the configuration information
about one specific or all ports in brief, including the port type, connection state,
connection rate, duplex attribute, link type and default VLAN ID.

This command functions similar to the display interface command but displays the
port information in brief.
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O Note:

Currently, for a non-Ethernet port, the system only displays its connection state and
displays "--" in other configuration information fields.

Related command: display interface.
Example

# Display the configuration information about GigabitEthernet1/0/3 port in brief.

<Quidway> display brief interface GigabitEthernet 1/0/3
Interface Link Speed Duplex Link-type PVID

GigabitEthernetl1/0/3 DOWN auto auto access 1

Table 2-1 Description on the fields of the display brief interface command

Field Description
Interface Port type
Link Link state: UP or DOWN
Speed Link rate
Duplex Duplex attribute
Link-type Link type: access, hybrid or trunk
PVID Default VLAN ID

2.1.4 display port-security

Syntax

display port-security [ interface interface-list |
View

Any view
Parameter

interface interface-list: Specifies an Ethernet port list, which can contain multiple
Ethernet ports. The interface-list argument is in the format of { interface-type
interface-number [ to interface-type interface-number ] } & < 1-10 >, where
interface-type represents a port type, interface-number represents a port number, and
& < 1-10 > means you can specify up to 10 ports or port ranges.
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Description

Use the display port-security command to display the information about port security
configuration (including global configuration and all or specific port configuration).

By checking the output of this command, you can verify the current configuration.

A Caution:

e This command will display global and all ports' security configuration information if
the interface-list argument is not specified.

e This command will display global and particular port's security configuration
information if the interface-list argument is specified.

Example

# Display the security configuration on GigabitEthernet1/0/1 port.

<Quidway> display port-security interface GigabitEthernetl/0/1
Equipment port security is enabled

addressLearn trap is Enabled

Violation trap is Enabled

dotlx logon trap is Enabled

dotlx logoff trap is Enabled

dotlx logfailure trap is Enabled

vlan id assigned is NULL

OUI value:

Index is 1, OUI value is 0OOefec

GigabitEthernetl/0/1 is link-up

port mode is Userlogin

NeedtoKnow mode is disabled

Intrusion mode is disableportTemporarily
max mac-address num is 0

stored mac-address num is 0

Table 2-2 Description on the fields of the display port-security command

Field Description

The port security feature is enabled on the

Equipment port security is enabled switch.

The sending of MAC address learning trap

addressLearn trap is Enabled ;
messages is enabled.
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Field

Description

Violation trap is Enabled

The sending of intrusion detection trap
messages is enabled.

dotlx logon trap is Enabled

The sending of 802.1x wuser logon
(authentication success) trap messages is
enabled.

dotlx logoff trap is Enabled

The sending of 802.1x user logoff trap
messages is enabled.

dot1x logfailure trap is Enabled

The sending of 802.1x user authentication
failure trap messages is enabled.

vlan id assigned is NULL

The delived VLAN ID is Null.

Index is 1, OUI value is 00efec

The OUI value is 00efec and the OUI
index is 1.

GigabitEthernet1/0/1 is link-up

The link state of port Ethernet 1/0/1 is up.

port mode is Userlogin

The security mode of the port is Userlogin.

NeedtoKnow mode is disabled

The NTK feature is disabled.

Intrusion mode is

disableportTemporarily

The intrusion detection action mode is
disableportTemporarily.

max mac-address num is 0

The maximum number of MAC addresses
allowed to access the port is zero, that is,
there is no limit on the number of access
users.

stored mac-address num is 0

The number of current users is zero.

2.1.5 display transceiver-information interface

Syntax

View

Parameter

Description

display transceiver-information interface interface-type interface-number

Any view

interface-type: Port type.

interface-number: Port number.

Use the display transceiver-information interface command to display information

about a specified optical port, including:

e Hardware type
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e Interface type

e  Wavelength

e Vender

e  Serial number

e  Transfer distance

Example

# Display information about the GigabitEthernet1/0/1 optical port.

<Quidway> display transceiver-information interface GigabitEthernet 1/0/1
Hardware Type : -

Interface Type : SFP

Wave Length (nm) : -

Vender Name : Infineon

Serial Number : 36876794

Transfer Distance (m)

9um Fiber : 0
50um Fiber : 500
62.5um Fiber : 300
Copper Line : 0

2.1.6 port-security enable

Syntax

port-security enable

undo port-security enable
View

System view
Parameter

None
Description

Use the port-security enable command to enable port security.
Use the undo port-security enable command to disable port security.

By default, port security is disabled.
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A Caution:

To avoid confliction, the following limitation on the 802.1x and the MAC address
authentication will be taken after port security is enabled:
e The access control mode (set by the dotlx port-control command) automatically

changes to auto.

e Thedotlx port-method command can be successfully executed only when no user
is on-line.

e The dotlx, dotlx port-method, dotlx port-control and mac-authentication
commands cannot be used.

Example

# Enter system view.
<Quidway> system-view
# Enable port security.

[Quidway] port-security enable
Notice: the port-control of 802.1x will be restricted to auto when
port-security enabled.

Please wait... Done.

2.1.7 port-security intrusion-mode

Syntax
port-security intrusion-mode { disableport | disableport-temporarily | blockmac }
undo port-security intrusion-mode

View
Ethernet port view

Parameter

disableport: Represents permanently disabling the port and sending trap message.

disableport-temporarily: Represents temporarily disabling the port, re-enabling the
port after a preset time and sending trap message.
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O Note:

The preset time is configured by using the port-security timer disableport command.

blockmac: Represents discarding the packets with illegal source MAC addresses, and
sending trap messages.

Description

Example

Use the port-security intrusion-mode command to set the action mode of the
Intrusion Protection feature.

Use the undo port-security intrusion-mode command to cancel the set action mode.

By default, no action mode is set.

Note:

By way of checking the source MAC addresses of the data frames received on a port,

the Intrusion Protection feature discovers illegal packets and takes appropriate action

(temporarily/permanently disabling the port, or filtering out the packets with these

source MAC addresses) to guarantees the security on the port.

The illegal packets include:

e Packets with unknown source MAC addresses received when MAC address
learning is disabled on the port

e Packets with unknown source MAC addresses received when the number of MAC
addresses on the port has reached the set maximum number of MAC addresses
allowed to access the port.

e Packets received from users who fail the authentication.

Related command: port-security timer disableport.

# Enter system view.

<Quidway> system-view

# Enable port security.

[Quidway] port-security enable

# Enter GigabitEthernet1/0/1 port view.
[Quidway] interface GigabitEthernetl/0/1

# Set the action mode of the Intrusion Protection feature on GigabitEthernet1/0/1 port
to disableport.
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[Quidway-GigabitEthernetl1l/0/1] port-security intrusion-mode disableport

2.1.8 port-security timer disableport

Syntax
port-security timer disableport timer
undo port-security timer disableport
View
System view
Parameter
timer: This argument ranges from 20 to 300 and defaults to 20 (in seconds)
Description
Use the port-security timer disableport command to set the time during which the
system temporarily disables a port.
Use undo port-security timer disableport command restore the default time.
L Note:
The time set by the port-security timer disableport command takes effect when the
disableport-temporarily mode is set by the port-security intrusion-mode
command.
Example

# Set the time during which the system temporarily disables a port to 50 seconds.

<Quidway> system-view

[Quidway] port-security timer disableport 50

2.1.9 port-security max-mac-count

Syntax

port-security max-mac-count count-value

undo port-security max-mac-count
View

Ethernet port view
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Parameter

count-value: Maximum number of MAC addresses. This argument is 0 by default,
which represents there is no limit on the number of MAC addresses.

Description
Use the port-security max-mac-count command to set the maximum number of MAC
addresses allowed to access the port.
Use the undo port-security max-mac-count command to cancel this limit.

By default, there is no limit on the number of MAC addresses allowed to access the
port.

Related command: port-security enable and port-security port-mode.

A Caution:

The maximum number of MAC addresses set by this command does not include the
number of the static MAC address entries set manually.

Example
# Enter system view
<Quidway> system-view

# Enable port security.

[Quidway] port-security enable

# Enter GigabitEthernet1/0/1 port view.

[Quidway] interface GigabitEthernetl/0/1

# Set the maximum number of MAC addresses allowed to access the port to 100.

[Quidway-GigabitEthernetl/0/1] port-security max-mac-count 100

2.1.10 port-security ntk-mode

Syntax

port-security ntk-mode { ntkonly | ntk-withbroadcasts | ntk-withmulticasts }

undo port-security ntk-mode
View

Ethernet port view

Huawei Technologies Proprietary

2-11



New Feature Manual - Port
Quidway S5600 Series Ethernet Switches Chapter 2 New Port Feature Commands

Parameter

Description

Example

ntkonly: Allows the system to transmit only unicast packets with
successfully-authenticated destination MAC addresses.

ntk-withbroadcasts: Allows the system to transmit the broadcast packets and the
unicast packets with successfully-authenticated destination MAC addresses.

ntk-withmulticasts: Allows the system to transmit the multicast packets, broadcast
packets and the unicast packets with successfully-authenticated destination MAC
addresses.

Use the port-security ntk-mode command to set the packet transmission mode of the
Need to Know (NTK) feature.

Use the undo port-security ntk-mode command to cancel the setting.

Note:

By way of checking the destination MAC addresses of the data frames to be sent from
a port, this feature ensures that only successfully authenticated devices can obtain data
frames from the port so as to prevent illegal devices from filching network data.

The packet transmission mode of the NTK feature can be set to ntkonly,
ntk-withbroadcasts or ntk-withmulticasts.

A Caution

The port-security ntk-mode command and the unknown-multicast drop enable
command (which enables the unknown multicast packet drop function), cannot be used
together. Or else, the system prompts a failure.

By default, no packet transmission mode of the NTK feature is set on the port.

# Enter system view.

<Quidway> system-view

# Enable port security.

[Quidway] port-security enable
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# Enter GigabitEthernet1/0/1 port view.

[Quidway] interface GigabitEthernetl/0/1

# Set the packet transmission mode of the NTK feature to ntkonly on the current port.

[Quidway-GigabitEthernetl/0/1] port-security ntk-mode ntkonly

2.1.11 port-security OUI

Syntax
port-security OUI OUI-value index index-value
undo port-security OUIl index id-value

View
System view

Parameter
OUl-value: OUl value. You can input a complete MAC address (in hexadecimal) for this
argument and the system will calculate the OUI value from your input.
index-value:OUl index, ranging from 1 to 16.
Note:
The organizationally unique identifiers (OUIs) are assigned by IEEE to different
equipment providers. Each OUI uniquely identifies an equipment provider in the world
and is the higher 24 bits of MAC address.
You need only to input a complete hexadecimal MAC address in this command, and the
system will automatically convert the address to binary format and then take the higher
24 bits of the resulting binary data as the OUI value.

Description

Use the port-security OUI command to set an OUI value for authentication.

Use the undo port-security OUlI command to cancel an OUI value setting.

A Caution:

The OUI value set by this command takes effect only when the security mode of the
port is set to userlogin-withoui (by the port-security port-mode command).
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Related command: port-security port-mode.
Example

# Enter system view.
<Quidway> system-view

# Set an OUI value by specifying the MAC address 00ef-ec00-0000, and set the OUI
index to five.

[Quidway] port-security oui 00ef-ec00-0000 index 5

2.1.12 port-security port-mode

Syntax

port-security port-mode mode

undo port-security port-mode
View

Ethernet port view
Parameter

mode: Security mode of the port. For the values of this argument, you can see Table
2-3.

Description

Use the port-security port-mode command to set the security mode of the port.

Use the undo port-security port-mode command to restore the normal operating
mode of the port

Table 2-3 describes the available security modes in details:

Table 2-3 Description of the port security modes

Security mode Description Feature

This security mode will automatically
change to the secure mode after the
system has learned a certain number | |n this  mode
autolearn of MAC add_resses from this port; at only the NTK’
the same time, the learned MAC

and Intrusion
addresses will be changed to static | proiection
MAC addresses. features take
In this mode, the system is disabled effect.
secure from learning MAC addresses from
this port.
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Security mode

Description

Feature

userlogin

In this mode, 802.1x authentication is
performed for access users.

In this mode, the

NTK and
Intrusion
Protection
features do not
take effect.

userlogin-secure

The port opens only after the access
user passes the 802.1x
authentication. Even after the port
opens, only the packets of the
successfully authenticated user can
pass through the port.

In this mode, only one
802.1x-authenticated user is allowed
to access the port.

When the port changes from the
normal mode to this security mode,
the system automatically removes the
already existing dynamic MAC
address entries and authenticated
MAC address entries on the port.

userlogin-withoui

This mode is similar to the
userlogin-secure mode, except that
there can be one OUl-carried MAC
address being successfully
authenticated in addition to the single
802.1x-authenticated user who is
allowed to access the port.

When the port changes from the
normal mode to this security mode,
the system automatically removes the
already existing
dynamic/authenticated MAC address
entries on the port.

mac-authentication

In this mode, MAC address-based
authentication is performed for access
users.

userlogin-secure-or-
mac

In this mode, the two kinds of
authentication in mac-authentication
and userlogin-secure modes can be
performed simultaneously. If both
kinds of authentication succeed, the
userlogin-secure mode takes
precedence over the
mac-authentication mode.

In these modes,
only the NTK
and Intrusion
Protection
features

effect.

take
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Example

Security mode Description Feature

In this mode, first the MAC-based
authentication is performed. If this
userlogin-secure-els | authentication succeeds, the
e-mac mac-authentication mode is
adopted, or else, the authentication in
userlogin-secure mode is performed.

This mode is similar to the
userlogin-secure mode, except that
there can be more than one
802.1x-authenticated user on the port.

userlogin-secure-ext

This mode is similar to the
userlogin-secure-or-mac mode,
except that there can be more than
one 802.1x-authenticated user on the
port.

userlogin-secure-or-
mac-ext

This mode is similar to the
userlogin-secure-else-mac  mode,
except that there can be more than
one 802.1x-authenticated user on the
port.

userlogin-secure-els
e-mac-ext

By default, no security mode is set on the port.

# Enter system view.

<Quidway> system-view

# Enable port security.

[Quidway] port-security enable

# Enter GigabitEthernet1/0/1 port view.
[Quidway] interface GigabitEthernetl/0/1

# Set the security mode on GigabitEthernet1/0/1 port to userlogin.

[Quidway-GigabitEthernetl1l/0/1] port-security port-mode userlogin

2.1.13 port-security trap

Syntax

port-security trap { addresslearned | intrusion | dotlxlogon | dotlxlogoff |
dotlxlogfailure | ralmlogon | ralmlogoff | ralmlogfailure }*

undo port-security trap { addresslearned | intrusion | dotlxlogon | dotlxlogoff |
dotlxlogfailure | ralmlogon | ralmlogoff | ralmlogfailure }*
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View

Parameter

Description

System view

addresslearned: Enable/disable the sending of MAC address learning trap messages.
intrusion: Enable/disable the sending of intrusion packet discovery trap messages.
dotlxlogon: Enable/disable the sending of 802.1x user logon trap messages.
dotlxlogoff: Enable/disable the sending of 802.1x user logoff trap messages.

dotlxlogfailure: Enable/disable the sending of 802.1x user authentication failure trap
messages.

ralmlogon: Enable/disable the sending of RALM user logon trap messages.
ralmlogoff: Enable/disable the sending of RALM user logoff trap messages.

ralmlogfailure: Enable/disable the sending of RALM user authentication failure trap
messages.

O Note:

RADIUS authenticated login using MAC-address (RALM) refers to MAC
address—based RADIUS authentication.

Use the port-security trap command to enable the sending of the specified type(s) of
trap messages.

Use the undo port-security trap command to disable the sending of the specified
type(s) of trap messages.

O Note:

This command is designed based on the Device Tracking feature. The Device Tracking
feature enables the switch to send trap messages in case special data packets
(generated by special actions such as illegal intrusion, and abnormal user logon/logoff)
pass through a port for the convenience of network administrator to monitor these
special actions.

By default, the system disables the sending of any types of trap messages.
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Example

# Enter system view.

<Quidway> system-view

# Allow the sending of the intrusion packet discovery trap messages.

[Quidway] port-security trap intrusion

2.1.14 virtual-cable-test

Syntax

View

Parameter

virtual-cable-test

Ethernet port view

None

Description

Use the virtual-cable-test command to start the virtual cable test (VCT) to make the
system test the cable connected to the current electrical Ethernet port and display the
test results. The test items include:

e Cable status: the result may be normal, abnormal, abnormal-open,
abnormal-short, or failure (the test fails).
e Cable length

O Note:

e When the cable is in normal status, this command displays the total length of the
cable.

¢ When the cable is in abnormal status, this command displays the length from the
current port to the abnormal position of the cable.

e  Pair Impedance mismatch
e  Pair skew

e Pairswap

e  Pair polarity

e Insertion loss

e Returnloss

e Near-end crosstalk
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By default, the test of the connection cable of the Ethernet port is closed.
Example

# Enter system view.
<Quidway> system-view
# Enter GigabitEthernet1/0/1 port view.

[Quidway] interface GigabitEthernet 1/0/1

# Start the VCT test of connection cable.

[Quidway-GigabitEthernetl1/0/1] virtual-cable-test
Cable status: abnormal (open), 7 metres

Pair Impedance mismatch: yes

Pair skew: 4294967294 ns

Pair swap: swap

Pair polarity: normal

Insertion loss: 7 db

Return loss: 7 db

Near-end crosstalk: 7 db
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